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1 Local Basic Operation
1.1 Boot up and Shutdown

1.1.1 Boot up

A Caution

Before the boot up, please make sure:

® For device security, please connect the NVR to the power adapter first and then connect
the device to the power socket.

® The rated input voltage matches the device power on-off button. Please make sure the
power wire connection is OK. Then click the power on-off button.

® Always use the stable current, if necessary UPS is a best alternative measure.

Please follow the steps listed below to boot up the device.

® Connect the device to the monitor and then connect a mouse.

® Connect power cable.

® Click the power button at the front or rear panel and then boot up the device. After device
booted up, the system is in multiple-channel display mode by default.

1.1.2 Shutdown

Note

® When you see corresponding dialogue box “System is shutting down...” Do not click power on-
off button directly.

® Do not unplug the power cable or click power on-off button to shutdown device directly when
device is running (especially when it is recording.)

There are three ways for you to log out.
a) Main menu (RECOMMENDED)
From Main Menu->Shutdown, select shutdown from the list.
b) From power on-off button on the front panel or remote control
Press the power on-off button on the NVR front panel or remote control for more than 3 seconds
to shutdown the device.
¢) From power on-off button on the rear panel.

1.2 Device Initialization
The device will go through Initialization after powering up for the first time where it will ask you to set
up your admin password (System default account).

!'!l Note

For your device’s safety, please keep your login password well after the initialization steps, and
change the password regularly.

Steps:

Step 1 Boot up device. Device displays device initialization interface. See Figure 4.1



Device Initialization

. Enter Password 2 Unlock Pattern 3 Password Protection

User

Password

Use a password that has 8 to 32 characters, it canbe a
combination of letter(s), number(s) and symbol(s) with
at least two kintds of them.(please do not use special
symbols like ' " ; : &)

Prompt Question

Figure 1.1

Step 2 Set login password of admin.
® User name: The default user name is admin.
® Password/confirm password: The password ranges from 8 to 32 digitals. It can contain
letters, numbers and special characters (excluding “”,“",”,“.”,“&”) . The password shall
contain at least two categories. Usually we recommend the strong password.

® Prompt question: If you set the prompt question here. On the login interface, click ,
device can display the corresponding prompt question for you to remind the password.

A WARNING

STRONG PASSWORD RECOMMENDED - For your device’s own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security systems.

Step 3 Click Next.
Device goes to unlock pattern interface. See Figure 4.2



Step 4 Set unlock pattern.

Device Initialization

. Enter Password . Unlock Pattern 3) Password Protection

Please draw the unlock pattern.

Figure 1.2

After setting unlock pattern, the device goes to password protection interface. See Figure

4.3

o

Note

The unlock pattern will contain at least 4 grids.

Device adopts unlock pattern to login by default if you have set a pattern here. If there
is no unlock pattern, please input the password the next time you log in.

Click Skip if there is no need to set unlock pattern.

Device Initialization

. Enter Password . Unlock Pattern . Password Protection

Email Address (T ) To reset password, please input properly or update in time

Security Questions

Question 1

Answer

Question 2

Answer

Question 3

Answer

What is your favorite children’s book? [

What was the first name of your first boss? D

What is the name of your favorite fruit?

Figure 1.3



Step 5 Set security questions.

l:l:] Note

e After setting the security questions here, you can use the email you input here or answer
the security questions to reset admin password. Refer to chapter 5.12.4Error! Reference
source not found. Reset password for detailed information.

e Cancel the email or security questions box and then click Next button to skip this step.

® Email: Input an email address for reset password purpose. In case you forgot password in the
future, input the security code you got on the assigned email to reset the password of admin. If
you have not input email here or you need to update the email information, please go to the
main menu->Setting->System->Account to set.

® Security question: Set security questions and corresponding answers. Properly answer the
questions to reset admin password. In case you have not input security question here or you
need to update the security question information, please go to the main menu->Setting-
>System->Account to set.

Step 6 Click OK to complete the device initialization setup. Device goes to startup wizard interface.

1.3 Startup Wizard

Startup Wizard will follow after initializing your device. If you should device to skip this wizard, you
will still be able to go through the same settings at a time of your choosing.

l:l:] Note

e Check the box Startup button here, system goes to startup wizard again the next time it boots

up.
e Cancel the Startup button, system goes to the login interface directly the next time it boots up.
e Otherwise, proceed with the following startup steps.

Step 1 — Smart Add Function

Startup izard

Figure 1.4



The first window of the wizard allows you to enable the Smart Add Function (Fig 4.4). Checking the
box will allow you to automatically search for available cameras in your network. Click Next.
Go to Step 9 for more information about the Smart Add Function.

Step 2 - General

GENERAL

General Date&Time Holiday

(NVR

(1
ENGLISH
5

Detault Apply

Figure 4.5
Aside from the startup wizard you will be able to access the general settings from Main menu-
>System->Setting->General

Monitor Channel(s) when logout

Figure 4.6



Parameter settings for General interface (Fig 4.5)

® Device ID: Input a name for the device.

® Device No: Set device number

® Language: System supports various languages: Chinese (simplified), Chinese (Traditional),
English, Italian, Japanese, French, Spanish (All languages listed here are optional. Slight
difference maybe found in various series.)

® Instant replay: It is to set playback time you can view in the preview interface. The value
ranges from 5 to 60 minutes.

® Auto logout: Set a timer for automatic logout in between idle times. Value ranges from 0 to
60 minutes.

® Monitor channels when logout: Set the channels that is viewable when no account iss
logged in to the system. Check the box to activate and uncheck to deactivate. When a
channel is removed from the list, you will need to login to view the corresponding video.
(See Fig 4.6)

® |PC Time Sync: Input a refresh interval value to synchronize the DVR time and IPC time.

® Mouse sensitivity: You can set double click speed via dragging the slide bard. Click the
Default button to restore default setup.

Step 3 — Date and Time

GENERAL

General Date&Time Holiday

(YYYY M... ¥) Time F 24-HOUR

5 K
( 2018 -07 -14 02 :24 :56 ) ( GMT+08:00 |~
k @ Date

(2000 -01 -01 00 : 00
$(2000 -01 -01 00 : 00

(time.windows.com ) (Manual Update )
(123 )(1765535)
60

Default

Figure 4.7
Parameter Settings for Date and Time interface (Fig 4.7)
® Date format: There are three types: YYYYY-MM-DD: MM-DD-YYYYY or DD-MM-YYYY.

® Time Format: Set the viewing format for time. (12-hour/24-hour)
® Date separator: There are three denotations to separate date: dot, beeline and solidus.



System Time: Manually enter the device’s system time and corresponding time zone. Click
save to apply.

DST: Set the Daylight Savings start and end time. You can choose to go by week or date.
NTP: Set NTP server information. Check the NTP box to enable this function.

Server: Input the server IP or domain of the NTP server you wish to connect to.

Manual update: Click manual update to sync the DVR time with the NTP server manually.
Port: System supports TCP transmissions only. The port value is 123.

Interval: Set the sync time refresh interval between the DVR and the NTP server. The value
ranges from 0 to 65535 minutes.

Click Default to restore to factory settings or Apply to save your configuration. Click Next to
proceed.

Step 4 — Holiday

GENERAL

General Date&Time Holiday

Add Holidays

Default ) Apply

~ Figure 4.8

Add Holidays

Figure 4.9



Holiday Interface Setup (Fig 4.8)

® Click the Add Holidays button to enter the new holiday interface setup. (Fig 4.9)

® Input the holiday(s) name, repeat mode and holiday range (Can be set to a specific date or a
whole week.)

® Click the Add more box at the bottom left to add more holidays without leaving the interface.

® |If the Add more box is unchecked, clicking the Add button will put you back the main Holiday
interface. (Fig 4.8)

® Click Default to restore to factory settings or Apply to save your configuration. Click Next to
proceed.

Step 5 - TCP/IP

Ethermet Portl

(| Ethemet Pontl

Figure 4.10

Q;] Note

Some models will have multiple Ethernat Cards listed here. Each card will needs to be
configured individually.

Parameter Settings for TCP/IP interface. (Fig 4.10)

® |P Version: Set your ip version to IPv4 or IPv6.
® Preferred/Alternate DNS: Set your DNS server(s) ip address. Otherwise, keep the default
values 8.8.8.8 and 8.8.4.4 and proceed.

® Default Card (optional): Select the default network card you device will be using.

® Click the Edit button next to each card to proceed. (Fig 4.10)



Ethemnet Port1

Cancel

Figure 4.11

® |P Version: Set your ip version to IPv4 or IPv6.

® DHCP: Check the DHCP box to automatically fill up your network parameters. Leave it
unchecked to manually enter your network settings. You need to disable DHCP function to
view current IP information. Please note that when PPPOE is operating, you cannot modify
IP/Subnet mask /Gateway.

® |P Address: Set the ip address of the NVR (Make sure it corresponds to your internal
network’s IP addressing scheme.

® Subnet Mask: Enter your network’s subnet configuration. Make sure your IP address falls
under the same subnet.

® Default gateway: Input the default gateway address (usually the router IP). Please note
system needs to check the validity of all IPv6 addresses. Make sure the IP address and the
default gateway are in the same IP section. That is to say, the specified length of the subnet
prefix shall have the same string.

® MTU: Set your network adapter’'s MTU value of the. The value ranges from 1280-7200
bytes. The default setup is 1500 bytes. Please note MTU modification may result in network
adapter reboot and network becomes off. That is to say, MTU modification can affect current
network service. System may pop up dialog box for you to confirm setup when you want to
change MTU setup. Click OK button to confirm current reboot, or you can click Cancel
button to terminate current modification. Before the modification, you can check the MTU of
the gateway; the MTU of the DVR should be the same as or is lower than the MTU of the
gateway. In this way, you can reduce packets and enhance network transmission efficiency.

The following MTU value is for reference only.
<~ 1500: Ethernet information packet max value and it is also the default value. It is the
typical setup when there is no PPPoE or VPN. It is the default setup of some router,
switch or the network adapter.
< 1492: Recommend value for PPPoE.



<> 1468: Recommend value for DHCP.
<> 1450: Recommend value for VPN.

® Click OK to finish configuration. Then click Next in the main TCP/IP window to proceed.

More about network settings in Chapter 5.9.1

Step 6 — P2P

Figure 4.12

® Click the Enable box to enable P2P on the system. This would allow you to use P2P to remote in
to the device. A Connect Success Status message indicates a successful Network Connection.

® Leave it unchecked otherwise. Click Next to proceed. More on this feature in Chapter 5.9.12

Step 7 — Smart Add Setup (Optional)

L Note

This part will only appear if you enabled Smart Add from Step 1. Skip to Step 8 if you did not enable
Smart Add.



Device Initialization

Figure 4.13

® Click the Next button to start automatically adding IPCs in your network. (Fig 4.13)
® If multiple IP segments are detected in the network, a pop-up window will come up for you to
confirm. (Fig 4.14)

Prompt

DHCP failed! For the multiple-IP segment
environment. Please set NVR network
information. The NVR can change the IPC P

NVR detects several IP segments here.
Example :172.11.0.0,192.168.1.0,.....
IP Address @2t
SubnetMask  (255. 255 . O

Default Gateway {(172. 11 . 0 . 1 )

Figure 4.14
® Click OK and wait for the process to finish. If your network settings were correct, you will get a
success message along with a list of all the IPCs that were automatically added. (Fig 4.15 and
Fig 4.16)



Message

Figure 4.15

Sman Add

Figure 4.16

® Click Yes on the message box and hit Next to go to the next step.

Step 8 - Schedule
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Figure 4.17

Setting up the recording schedule for your device (Fig 4.17)

® Select the Channel you wish to configure. MR
® Set up pre-record value. Ranges from 1 to 30 seconds depending on the bit stream.
= 4@

|., ]“.‘;.(!!,:
Figure 4.18

® Drag on the appropriate grid to manually paint or erase the tiles according to your preferred

recording schedule and capture type. You can also click the u eraser icon to completely
remove any chosen entries.

® You can also lock on multiple days you wish to edit at the same time by clicking on the icon

to the left of each day. The icon will turn into to show which ones you are currently locked
on to.
Refer to Figure 4.19 for a sample set up.
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Figure 4.19

Setting the Schedule using Period Menu

® Alternatively, you can click on one of the gear icons E at the end of each day. This would open
the period menu. (Fig 4.20)

00
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Figure 4.20

® Set the different periods of the day. The periods need to be set up incrementally starting from the
top. Refer to Fig 4.21 for a sample setup.




Figure 4.21

® Check the day(s) you want to copy this set up to. Checking the All box will select all the days.
Click the OK button when done. (Fig 4.22)

Figure 4.22

® Back in the main Schedule menu (Fig 4.17), click the Copy button to select channels that will
have the same schedule as the current channel that you are editing. (Fig 4.23)

Figure 4.23

® Hit Apply to save the changes and go to Step 9 (Optional). Otherwise, click Finished to end the
Startup Wizard.

E_I;] Note



If you should choose to skip the Startup Wizard altogether, you will be given the option to go through
the wizard upon your next reboot. Simply click Yes on the prompt. Otherwise click No to opt out of
the option. (Fig 4.24).

Startup Wizard

Do you want Startup Wizard to start on your
next reboot?

Figure 4.24

Step 9 — Snapshot (Optional) Follow Step 8 to configure the Snapshot Schedule as
they have the same interface.



2 Menu Settings and Navigation

PTZ Cont &) i " M BockUp A1 setup o

Figure 5.1

5.1 Main Screen/Preview Interface
R e e @ @ b
Figure 5.2

The first section of the main screen contains the controls for the differect view types that are
available for the model of your system. This would range from single view to 64 view. (Fig 5.2)

. Single View Switch the selected channel to single camera display.
ﬁ Four View Switch to four camera display.

Eight View Switch to eight camera display.

Nine View Switch to nine camera display.

W 16 View Switch to sixteen camera display.

m 25 View Switch to 25 camera display.




m 36 View Switch to 36 camera display.
64 View Switch to 64 camera display.
E Cycle Display Cycle the display to the next available display.
ﬁ Tour Toggle the Tour Autoplay feature ON or OFF
< C’ Full Screen Puts the selected camera/channel to full screen mode. Left click on the
“ screen to cancel.
m Favorites Add the current view to favorites folder for later viewing.
[@ Snapshot Take a snapshot from the selected channel.
o BackUp Back Up Enter the Back Up Menu (Refer to Chapter 5.5.1)
A1 setup Set Up Enter the Main Menu (Refer to Chapter 5.2)
Search Enter the Playbak Menu (Refer to Chapter 5.3.1)
gggﬁ:{; Configure selected camera’s, display settings (Refer to Chapter 5.8.5)

The current system time and date. This can
be configured by going to Setup > Main
Menu > Setting > System > General > Date
& Time

The numbers at the top right corner of the
main screen allows the user to instantly
switch to all the available displays within

each camera view.

The system login control buttons. Click Log
In to sign in and Click Log Out to sign out.

2018-07-17
04:20:57

Figure 5.2b

Figure 5.2c

- ~
Login

Figure 5.2d

5.1.1 PTZ Control Menu




~
', ¥ PTZ Control

From the main screen, click the s button to enter the PTZ pop-up menu. (Fig 5.6)

Figure 5.3

Directional control. The SIT button at the center
of the wheel will et you use the Trace button so
you could control the PTZ using your mouse.
Click this key, system goes back to the single
screen mode. Drag the mouse in the screen to
adjust the section size. The dragged zone
supports 4X to 16X speeds. It can realize PTZ
automatically. The smaller the zone you drag,
the higher the speed.

Trace Button Control the PTZ movement with mouse.
Speed Control Change the movement speed of the PTZ.
Zoom Control Control the zoom feature
Focus Control Control the focus feature

Iris Control Control the iris feature

Click on the l#l right arrow (fig 5.3) to expand and view more advanced options for the camera (fig
5.3b).
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Function ID Selector

Select the ID of a preset, tour etc.

Preset Button

Turn on specified preset ID

Auto Pan Button

Turn on auto pan

Tour Button

Turn on specified tour ID

Flip Button

Toggle Flip

Pattern Button

Turn on specified pattern ID

Reset Button

Reset the the camera position

Autoscan Button

Turn on autoscan

Clicking on the m button will bring up the
Aux pop-up menu (fig 5.4).

On ( Off

Figure 5.4

Clicking on the . button allows you to
access a camera’s on screen menu. (Does not
apply to IP cameras)

MENU OPERATION

Cancel

Figure 5.5

Clicking on the . button will bring up the PTZ aux config menu. This will allow you to set up your
presets, tours, patterns, and camera borders as shown below.




PTZ

Preset Tour Pattern Border Preset | Pattern Border

Preset v

Set S ( Add Preset
Del Preset ' Del Preset
Del Tour

Figure 5.6a , ) Figure 5.6b
: PTZ . 3

Preset Tour Pattern Border Preset Tour Pattern Border

Left

Right

Figure 5.6c Figure 5.6d

Preset Setup (fig 5.6a)

A preset represents a specified camera display position that the user had specified. Setting a preset
would allow you to be able to automatically have the camera go into a set position without having to
use the directional buttons. With just a click of a button, your PTZ camera will move into place to
display the area that you would like to view from that location.

Adding

Using the directional wheel, move your camera to the position you would like to save.

To add this position as a preset, click on the to enter the ID number for this preset. (max
255 presets)

Click on the button to save it.
Repeat the process to add more presets.

Deleting

To delete an existing preset, click on the _ to select the ID number of the preset you
would like to delete.
Click the button to remove the specified preset from your library.

Repeat the process to delete more presets.
Tour Setup (fig 5.6b)

Adding

Set a new Tour ID by entering the number you want in the IS field.



To add a preset position, enter the the preset number in the field. These are the

presets that you had set up in the Preset interface.

Click on the button to add the specified preset to the tour.
Repeat the process to add more presets to the tour.

Deleting

Patrol No. (1 )

To delete an existing tour, click on the
would like to delete.

to select the ID number of the tour you

Click the [IEEEEENE hutton to remove the specified tour from your library.
Repeat the process to delete more tours.

Deleting a preset from a tour

To delete a preset from an existing tour, click on the d to select the ID number of the
tour you would like to modify.

Click the 28] button to enter the preset number you would like to remove from the
specified patrol id.

Click the button to remove the specified preset from the specified tour/patrol id.

Repeat the process to delete more presets from the specified tour/patrol id.

Pattern Setup (fig.5.6¢)

Adding

Enter the new Eattern’s ID in the MESSEESN fic|d.
Click the button to start programming.

Using the directional wheel, move your camera in to position following the on screen prompts.

Click on the button when you’re done.
Repeat the process to add more patterns.

IV. Border Setup (fig.5.6d)

Setting the borders

V.

Using the directional wheel, move your camera in to position where you want the display border
to be.

Click on the button when satisfied with your leftmost border position.

Click on the button when satisfied with your rightmost border position.

Call Functions (fig.5.3b)

Call Preset

In fig. 3b, input preset value in the function id field and click the @ button to call the preset.
Click it again to stop the call.



Call Pattern

In fig. 5.3b, input pattern value in the function id field and click the button to call the
pattern. Click it again to stop the call.

Call Tour

In fig. 5.3b, input tour value and click the button to call the tour. Click it again to stop the
call.

Call Scan

In fig. 5.3b, input Scan value and click the button to call the tour. Click it again to stop call.

Rotate

In fig. 5.3b, click the to enable the camera to rotate. The system supports preset, tour,
pattern, scan, rotate, light and etc functions.

(]

L] Note:

Preset, tour and pattern all need the value to be the control parameters. You can define it as you
require.

You need to refer to your camera user’s manual for Aux definition. In some cases, it can be used for
special process.

Aux

Click the m buttonto enter the aux interface. The options here are defined by the protocol. The
aux number corresponds to the aux on-off button of the decoder. See Error! Reference source not
found.

2.1.2 Preview Options

Select a channel from the preview screen. If you hover your mouse close to top-middle section of the
screen, you will find a small pop-up menu. See figures 7a and 7b
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Figure 5.7a

Figure 5.7b

Allows you to do a playback of the last 5-60 minutes of recording

announcements/speak through the speaker on the specified channel.

Screen Lock

Hover your mouse to the bottom right corner of the display to bring
up the screen lock box. Turning this on will lock the current channel
in the view screen lock was enabled from..

’6" PllgsE:ék from the selected channel. You can modify this value from the Main
y Menu->Setting->System->General->Instant Playback
Realtime Allows you to manually backup the video from the time you turn this
Backup function on. Click again to end realtime backup.
‘\!‘} Audio Talk Allows you to use a mic accessory on the NVR to do




5.2 Main Menu

+ l l et Up
From the Preview interface, click the button to enter the Main Menu. This interface
contains all the functional menus for your NVR. See fig 5.8

MAIN MENU

o

SEARCH SMART PLAY BACKUP SHUT DOWN

Ce m R B

SYSTEM EVENT NETWOR

SETTING

- ‘ :‘ |
S = p—

CAMERA NETWORK EVENT STORAGE SYSTEM

K

Figure 5.8

5.3 Operation - Playback and Search

OPERATION

_—
@ [

SEARCH SMART PLAY BACKUP SHUT DOWN

Figure 5.9



5.3.1 Search Interface

You can enter the search menu by clicking on the

Rl htton from the main screen (fig 6.1)

or by going to Setup > Main Menu > Operation > Search. (fig 5.9)

10
12

9898086868

Figure 5.10

Please refer to the following sheet for more information.

11

13

SN Name Function
1 Display ® Display area for recorded videos or images.
window ® Supports 1/4/9/16-window playback.
® Switch between Video or Pictures record types.
® Switch playback source. Read-write HDD or from peripheral devices.
> | Search tvpe ® Connect your external storage device before you select peripheral device as
P the source. You can view all the recorded files from the root directory of the
peripheral device. Click the Browse button to select the file(s) you want to
play.
® A blue-highlighted date means there are saved pictures or videos on that day.
3 Calendar Otherwise, there are no recordings on that day.
® In any play mode, click the date you want to see, you will see the

corresponding record file in the time bar.




Channel ® Select the channel you wish to get recordings from.
selection ® The time bar will change accordingly once you have made your
pane. channel/camera selection.
POS . . .
The card number search. Only available in some product series.
Search
Only available in 1-channel playback mode. Clicking it, will filter all human faces
Face list | from the file and generate a human face list. Double clicking the file will begin
playback of the record or image with the corresponding human face.
Bl\ﬁokmark Clicking this function will bring up the Marks Manager. Refer to Chapter 5.3.1.2
anager
e Click the EX File list button to view the picture/record file list of the specified
day.
® The file list will display the first channel of the record file.
® The system can display a maximum of 128 files at a time. Use the €| and | »
or the mouse to view the file. Select one item, and then double click the
mouse or click the ENTER button to playback.
® You can click the time stamp in the list to begin accurate search.
® File type: R—regularrecord; A—external alarm record; M—Motion detect
File List record.
switch
button
® Lock file: Click the file you want to lock and click the button to lock. The
file you locked will not be overwritten.
® Search locked file: Click the buttonjB to view the locked file.
® Return: Click buttonE], system goes back to the calendar and channel setup
interface.
Please note that the file that is in the process of writing or overwriting cannot
be locked.
Play/Pause
There are three ways for you to begin playback.
>/ ® The play button
Plavback ® Double click a valid period from the time bar.
aytaclz ® Double click the item in the file list.
contro In slow play mode, click it to switch between play/pause.
pane.
L Stop
Backwards play
< In normal play mode, left click the button, the file begins backward play.

Click it again to pause current play.




In backward play mode, click /11 to restore normal play.

Ta

In playback mode, click it to play the next or the previous section. You
can click continuously when you are watching the files from the same
channel.

In normal play mode, when you pause current play, you can click <| and
| P to begin frame by frame playback.

In frame by frame playback mode, click /11 to restore normal playback.

Slow play
In playback mode, click it to realize various slow play modes such as slow
play 1, slow play 2, and etc.

Fast forward
In playback mode, click to realize various fast play modes such as fast
play 1,fast play 2 and etc.

Note: The software version has an effect on the actual play speed.

Smart search (Refer to Chapter 5.3.3 for a more detailed guide)

Mark button

I*I Please note this function is for some series products only. Please make

sure there is a mark button in the playback control pane.
You can refer to chapter O for detailed information.

Playback volume

o

Show IVS features

® Displays the selected record type and its period defined by user.
® Only in 4-window playback mode will there be corresponding channel time
bars. There is only 1 time bar in other window playback modes.
® Use the mouse to click on the point from the colored zone in the time bar to
begin playback in that time.
® The time bar begins at 0 o'clock when you are setting the configuration. The
10 Time bar time bar zooms in the period of the current playback time when you are
playing the file.
® The types of recorded files on the time bar are color-coded. Green for
Regular records. Red for Alarm records. Blue for Motion Detect records.
® The options include: 24H, 12H, 1H and 30M. The smaller the unit, the larger
the zoom rate. You can accurately set the time in the time bar to playback the
record.
® The time bar begins at 0 o’clock when you are setting the configuration. The
i time bar zooms in the period of the current playback time when you are playing
Time bar ;
11 unit the file.

Backup Function:

Select the file(s) you want to backup from the file list by checking the box on
the target files from the list.

Click the &2 button to bring up the backup menu. The system supports




customized path setup. After selecting or creating a folder, click the Backup
button to begin the backup operation. The record file(s) will be saved in the
specified folder.

® Alternatively, click the Remove button to delete all selected files. The system
can display up to 32 files from one channel.

® Follow the same steps after you do a clip on a record file.
® You will not be able to do a back up if another back up is already in progress.

Video Clip Function:

® Play the file you want to edit and then click the 238 putton to create a video
clip from the selected file. Check the corresponding slide bars in the time bar
of the corresponding channel. You can adjust the slide bar or input a specific
time to set the file end time.

® \When you're set, you can click the button again to edit the second period.
You will see the slide bar restored to its previous position.

® Click &2 button after clipping to save the current contents to a new file.
® You can clip for one channel or multiple channels. The multiple-channel click
operation is similar with the one-channel operation.

Please note:

® Only 1024 files max can be backed up at the same time.

® You can not operate the clip operation if there is any file(s) that had been
checked in the file list.

12 | Record type | In any play mode, the time bar will change when you modify the search type.
13 Toggle time | You can select to change the time bar to either 24HR, 2HR, 1HR or 30min time
interval intervals.
Other Functions
Other
channel
synchro.nlza When playing the file, click the number button, system can switch to the same
14 | tion switch . ;
period of the corresponding channel to play.
to play
when
playback
Diaital When the system is in full-screen playback mode, left click the mouse in the
15 9 screen. Drag your mouse in the screen to select a section and then left click
zoom . L . . i
mouse to realize digital zoom. You can right click mouse to exit.
Msaxiltjgllly During the file playback process, you can switch to other channel via the
dropdown list or rolling the mouse.
16 channel . o 4 . . .
when This function is null if there is no record file or system is in smart search

playback

process.




[ 1]
Ss Note:

All the operations here (such as playback speed, channel, time and progress) have a
relationship with hardware version. Some NVR series do not support some functions or playback
speeds.

5.3.1.1 Accurate Time Playback

Select records for the specified day then click the E to go to the file list interface. You can input a
time at the top right corner to search records by time. See image on the left side from figure 5.11.

For example, input 11:00.00 and then click the Search @ button. You will be able to view all the
record files after 11:00.00 (The records include current time.). See image on the right side figure
5.11. Double click a file to start playback.

I;I;HNote

® After you've searched files, the system will implement accurate playback once you click Play
for the first time.

® The system does not support accurate playback for picture.

® The system supports synchronized playback and asynchronous playback. The synchronized
playback supports all channels and asynchronous playback only supports accurate playback
of currently selected channel.

00 : 00 : 00

Name
10:54:47 R

11:09:09 R
13:30:44 R
13:34:00 R
13:39:11 R

13:30.44
13:34:00
13:39:11
15:00:00

Figure 5.11

5.3.1.2 Mark Playback

Please make sure you purchased a device which supports this function. You can only use
this function if you can see the mark playback icon on the Search interface (Fig. 5.10).

On video playback mode, you can mark the record where there is important information. After
playback, you can use the time or the mark’s key words to search for corresponding records to play.
This makes it easier to get important video information from the records.

® Add Mark When the system is currently playing a recording, click the Mark button (@). This will
bring up the Add mark pop-up. See Figure 5.12



Add Mark

2018-07-18 11:21:16

[ _Defauit JEEE OK M Cancel J

Figure 5.12

® Playback Mark: During 1-window playback mode, click the I£3& mark file list button from Figure
5.10 to enter the Marks Manager interface. Double click on a marked file to begin playback from
the marked time.

® Play before mark time: You can set this option to begin playback from a defined timestamp.

Lnote

Usually, the system can playback previous N seconds record if there is a record file of such kind
present. Otherwise, the system will playback from the previous X seconds when there is a record file
of such kind present.

® Mark Manager: Click the @ button on the Search interface (Fig 5.10) to enter the Mark
Manager interface. See fig 5.13

Manager

Main Stream |~} Channel (6 )
Start Time ( 2018 - 07 00 :00 :00
End Time { 2018 - 07 6 | 00 :00 :00 CSEaER)

Mark Time

(LOGOUT )

Figure 5.13

The system can manage all the marked record information of the current channel by default. You can
view all marked information of the current channel by time.



® Modify: Double click a marked file to bring up the change mark name dialogue box.
® Delete: Highlight the file you want to remove and click Del to remove it form the library.

L Note

e After opening the marks management interface, the system needs to pause the current
playback. It will resume playback after you've exited the mark management interface.

o If the marked file you want to playback has been removed, playback will begin from the first file
in the list.

2.1.2 Picture Playback

® On the main Search interface (fig 5.10) select PIC as your record type in the top right pane
marked as ‘2’ in the controls sheet. Enter a Playback Interval value when it comes up.

® Check the channel(s) you want to get recorded images from and select the file you want to view
from the list.

® Please note that most options are unavailable in Picture Playback. Refer to Chapter 5.3.1 for
more details.

5.3.3 Smart Search

During a playback session, select a channel then click the m button while the recording is
playing. The system will begin smart search mode. System supports 396(22*18 PAL) and 330(22*15
NTSC) zones. Drag the mouse cursor to select the grids/cells you want smart search to detect
movements from. See fig 5.14
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Figure 5.14

Click the button again to end the smart search playback. The video will now skip to time stamps
where there was movement in the selected areas.

A Important

® The system does not support motion detect zone setup during the full-screen mode.
® During a multiple-channel playback, the system will stop the playback from the rest of
the channels if you implement one-channel smart search.

5.4 Operation - Smart Play

OPERATION

( v 14

i'.d'

SEARCH SMART PLAY BACKUP SHUT DOWN

Figure 5.15

This menu is intended for the search and playback of IVS functions like face detection and
behavioral analysis records.



EQ Note
)

There are two types to realize intelligent analytics function.

< Smart network camera that supports intelligent functions: Some smart cameras support
the intelligent functions. The NVR just displays the intelligent alarm information from the smart
network camera and set or playback the record file.

<~ NVR supports intelligent functions: The connected network camera does not support
intelligent video analytics function. The NVR supports the analytics function.

5.4.1 Behavior Analysis

Step 1 Enter the Smart Play interface by going to Main menu->Operation->Smart Play. See Fig
5.16

SMART PLAY

m Behavior Analysis 3

( Historic Analysis )
M cHANNEL S

2018-07-19 09:56:3

Analysis

Figure 5.16

Step 2 Select behavior analysis as detection type.
Step 3 Select a channel from the channel selection interface. See Figure 5.16b

[l Note The IVS function is for one-channel mode only.



CHANNEL

I3 )4 )05
e behavior analytics st
channel only.
'he fishe
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Figure 5.16b

Step 4 Select a channel number and then click OK.
Step 5 Set a start time and end time.
Step 6 Click on Historic Analysis. The device will display the corresponding image(s). Figure 5.16¢



Analysis

Figure 5.16¢

Step 7 Click the image to view the recorded file.

® After selecting the file, click the button. This will store the file on your peripheral device
for later viewing.

® Select a file and then click the button to lock the current file to avoid overwriting it in the
future.

® Select a file and then click the button to mark the time of the detected event.

5.4.2 Search Human Face (Optional)
Function for searching and playback of human face records.

Step 1 Go to the Smart Play interface by going to Main Menu->Operation->Smart Play.
Step 2 Select detection type as face detection. See Figure 5.17



SMART PLAY

,‘L.; Face Detect

M CcHANNELS

Analysis

Figure 5.17

Step 3 Set the channel, start time and end time.

Step 4 Click Historic analysis. The Device will display the captured human face image. See Fig
5.17b

l:l;] Note

The following human face has been modified for privacy reasons. The actual snapshot image has
high definition.
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Figure 5.17b
Step 5 Click the image to view the record file.

® Select a file then click the button to save the current file to your peripheral storage
device.

® Select a file then click the button to lock the current file to avoid overwriting it in the
future

® Select a file then click the button to mark the time of the detected event.

5.5 Operation — Backup
5.5.1 File Backup

OPERATION

SEARCH SMART PLAY BACKUP SHUT DOWN

Figure 5.18

You can access the Backup menu from Main Menu > Operation > Backup or by clicking the

& BackUp

button from the main screen. In this interface, you can backup recorded files to a USB
device. Fig 5.19



BACKUP

% sda1(USB DISK)/NVR/2018-7-18
0.00 KB(Space Needed) 7.59 GB/7.61 GB(Free/Total)
lype Y Main Stream v)JRecord CH
2018 -07 -17 | 00 :00 :00
2018 -07 -17 | 01 :42 :47 Remove

nel Type Start Tim

( Onekey Backup )

Figure 5.19

® Connect the USB burner, USB device, portable HDD, etc. to any of the USB ports found on the
NVR.

® Click on the button to enter the Browse interface. (fig 5.19b)

Q;ﬂ N You can click on the from the Browse interface to refresh the contents of
ote your device.
You can click on the from the Browse interface to format your USB device.

Our NVRs require FAT32 format to be able to read USB devices. Please note that
formatting will completely erase all the files in that storage device.



Browse

sda1(USB DISK) - 7.59 GB 1 GB(Free/Total) Refresh (  Format

= /NVR/2018-7-18 ( New Folder

Name 12¢ Typ Del
VB Folder

Figure 5.19b

Set the recording type (All, Regular, motion etc.)
Set the recording quality (Main Stream/Sub Streami
Select the channels to grab recordings from.

Set the start/end time and date from where you want to get records from.

Set the File Format iDAV, ASF)
Click the button to begin the search according to your filters. All matched files will

be listed in the bottom panel. Alternatively, click ERMEEES
filters.

d to remove any files matching your



BACKUP
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Onekey Backup

Figure 5.19¢

® The system will only backup files with a \ before the channel name. After checking the boxes of

Start

the files you wish to back up, click on the d button to begin the back up process.
CINote ¢ You can also click on the button to automatically select all the files
and begin backing up right away. Fig 5.19c
e Please note that the max number of files that can be backed up at one time is
1024. Hence, multiple backups may be required. (E.g. Full records backup)

® A status bar will appear at the bottom of the screen showing the status of the backup including
the time remaining in the process. There will also be a stop button if you should decide to end
the session. fig 5.19d

Onekey Backup

Remaining time 0:52:21

Figure 5.19d

® \When the system completes backup, a dialogue box will pop up to confirm a successful backup.
Click OK to finish. Fig 5.19¢

Figure 5.19¢
® Click backup button, system begins burning. At the same time, the backup button becomes stop



button. You can view the remaining time and process bar at the left bottom.

a e The file name format usually is: Channel number+Record type+Time. In the file
Note name, the YDM format is Y+M+D+H+M+S. File extension name is .dav.
o A player will automatically be saved along with the backed up files. Look for file
name SmartPlayer.exe. This would allow you to view the videos on your computer
right away.

5.5.2 Import/Export

This function allows you to import/export your current current system configuration to a storage
device. To begin the process, go to Main menu->Setting->System->Import/Export. Fig 5.20

SETTING

T= CAMERA wm EVENT B, STORAGE B3 SYSTEM

GENERAL
DISPLAY

VOICE PROMPT
ACCOUNT
SECURITY

Nanry
AUTO MAINTAIN W System Volume Information
IMP/EXP o NVR

ne (sdb1(USB DISK) v) { Refresh
(7.61 GB ) Free Space ( 750 GB

R [dlinux.sys 36.6 KB
DEFAULT . dropbox.device 56 B
UPGRADE B WNIRBK_ X1 _8M_20180209.bin 6.89 MB

we——

New Folder ) Format ) ( Import ) (

Figure 5.20

New Folder: Click to create a new folder in the specified storage device.

Format: Click to format the specified storage device if needed. Our system requires FAT32.
Import: Click to import the configuration files from the peripheral device to the system. You need
to select a folder first. You will see a dialogue box asking you to select a folder if you are
selecting a file. A dialogue box will pop up if there are no configuration files under current folder.
Configuration folders are named as “Config_ NVR_XXXXXXXXX”. After a successful import,
system needs to reboot to activate the new setup.

® Export: Click the Export button, to store your configuration files to the specified storage device.

LNote
e The system can not open the config backup interface, if there is a backup operation running in
the background.



e The system refreshes device when you go to the config backup every time and sets the current
directory as the root directory of the peripheral device.

e If you go to the configuration backup interface first before inserting the peripheral device, please
click the refresh button to see the newly added device.

5.5.3 Backup Log

a) Back up system logs by going to Main Menu > Info > Log. See figure 5.21.

INFO

Ef svsTEM wm EVENT 2 NETWORK ©

LOG
Start Time (2018 -07 - 18 | 00 : 00 : 00
End Time (( 2018 -07 -19 | 00 : 00 : 00

Search

’_

1 ) i G R R R R

<GENERAL> config!

SEARCH[2018-07-18 21:19:00]
18:31 Channel 8 User logged in.
17:89 User logged in.<Local>
:17:54 HDD Totals<1>, Current Wo...
17:54 Modify User<Local>
:17:50 Reboot with Flag [0x05]
:17:50 Shutdown [ 7-18 21:17:11]
:14:35 Channel 8 User logged in.
14:09 User logged in.<Local>

21:13:58 HDD Totals<0>, Current Wo.

:13:68 No HDD
:13:568 Modify User<Local>

Rahaat sadth Elac (000

Figure 5.21

b) Select the log type and set start time/end time, then click the Search button. You will see the
log times and event accompanying information. Click the button to view a more details
about selected log.

c) Select log items you want to save then click the Backup button. You will be able to select a
folder to save them. Click Start on the new window to start the backup. You will see a
dialogue box confirming a successful backup afterwards.

5.5.4 USB Device Auto Pop-up

Alternatively when you insert a USB device, the system can automatically detect it and come up with
the following dialogue box. It allows you to conveniently backup files, logs, and configurations as well
as update your system. See figure 5.22.



Find USB device

B Name: sdb1{USB DISK)

ki Capacity: 14.05 GB/15.00 GB(Free/Total)

File Backup R
Config Backup

Figure 5.22
Note

Please refer to chapter 5.5.1 file backup, chapter 5.5.3 backup loq, chapter 5.5.2 import/export,
and chapter 5.3.1 search for more detailed information about each function.

5.6 Operation — Shutdown

OPERATION

LA

SEARCH SMART PLAY BACKUP SHUT DOWN

Figure 5.23

The shutdown menu allows you to shutdown the system properly, logout from your account or power
cycle the system. You can find this menu from the Main Menu->Operation->Shutdown. See fig
5.24

SHUT DOWN

O &

Shutdown Logout Restan

Figure 5.24
5.7 System Information




5.7.1 System Info

e 4
EVENT NETWORK

Figure 5.25

5.7.1.1 Version

You can find your system version from Main Menu > Info > System > Version. You can find
information about your system in this interface. See fig 5.26
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[F3 NETWORK

NVR
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88:23:64:11:9d:a1

Figure 5.26

5.7.1.2 BPS

You can find information about the current video bit rates and resolutions of each channel in the
system in this interface. Main Menu->Info->System->BPS See Fig 5.27
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Figure 5.27

5.7.1.3 Record

This interface shows you information about the times when your system was recording. Main Menu-
>Info->System->RecordSee Fig 5.28

Bf svsTEM - e \ LOG

HDD

— Sevice e - End
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Figure 5.28
5.7.1.4 HDD
This interface shows you information about your onboard HDD’s. This includes the name, physical

position, type, space, health, status and SMART info of the hardrive. Main Menu->Info->System-
>HDD See Fig 5.29

HDD
RECORD
BPS s main board-1 Read/Write
VERSION

Type
YF

Figure 5.29
& Note

A “0” symbol means current HDD is normal and a “-“ symbol means there is no HDD.

If a disk is damaged, the system will display a “?” symbol or error message. Please remove the
broken hard disk before you add a new one. In figure 5.29, double click a HDD device to view its

S.M.A.R.T info as shown in fig 5.29b.
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Figure 5.29b
5.7.2 Events Info

INFO

EVENT NETWORK

Figure 5.30

5.7.2.1 Events

This interface shows you information on the latest system events. Main Menu->Info->Event Fig
5.31

Ef systEM i, EVENT

EVENT
PEOPLE COUN...
HEAT MAP

Figure 5.31

5.7.2.2 People Counting



This interface shows you information about the people counting feature which is only applicable to
some camera models. Main Menu->Info->Event->People Counting Fig 5.32

Ef svysTEM i EVENT
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Figure 5.32
5.7.2.3 Heat Map

This interface shows you information about the heat map feature which is only applicable to some
camera models. Main Menu->Info->Event->Heat Map Fig 5.33
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Figure 5.33

5.7.3 Network Info

Figure 5.34

5.7.3.1 Online Users



This interface allows you to manage online users connected to your NVR. Main Menu->Info-
>Network->Online Users See Fig 5.35

SYSTEM m EVENT ENET
L]

ONLINE USERS
LOAD
TEST

Figure 5.35

You can click button [£] to disconnect or block a user if you have the proper system rights.
The system detects all connected user sessions by refreshing the list automatically every five
seconds.

5.7.3.2 Network Load

This interface shows you information about the network adapters in your system. MainMenu->Info-
>Network->Load See Fig 5.36
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Figure 5.36

5.7.3.3 Network Test



This interface allows you to test your system’s network connectivity. MainMenu->Info->Network-
>Test Fig 5.37
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Figure 5.37

® Destination IP: Please input a valid IPV4 address or domain name in your network.

® Test: Click to test your connection with the destination IP address. The test results can display
the average delay and packet loss rate on the connection. A message will come up to
summarize your connection’s health: OK, BAD or NO CONNECTION

® Network Sniffer backup: Please insert a USB2.0 device and click the Refresh button to
populate the list. Select the peripheral device you want and click the Browse button to select
the save path. The steps here are the same for file backup operation. You can view all
connected network adapter names (including Ethernet, PPPoE, WIFI, and 3G).

Example Scenario:

® Click the associated f'b button to begin the Sniffer. Please note that the system cannot do a
Sniffer on several network adapters at the same time.

® After the Sniffer begins, try access the NVR by loggin in via WEB or other network
operations that would involve connections on the system.

® Go back to the Sniffer interface to click the stop Sniffer button when you’re done. The
system will save the packets to the specified path. The file will be named as “Network
adapter name-+time”.

® You can then use a software such as Wireshark to open the packets on the PC to diagnose
issues with the system’s connection as needed.

5.7.4 Log Info

This interface allows you to viewor back up all types of logs that are stored within the system. You
can reach the Logs interface by going to Main Menu > Info > Log. See fig 5.38
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Figure 5.38
® Select the start time, end time and search type and click the search button. All specified log files
will be listed in the bottom panel.

Detailed Information

Log Time 2013-11-07 18:01:01
Log Type Remote Info-->Remote Info
6

10.15.6.86

User logged in.

Next

Figure 5.38b

I Note
You can click on the button for a more a more detailed description of the selected log. Fig 5.28b
For more information about backing up logs, go to Chapter 5.5.3



5.8 Camera Settings

SE ING

Figure 5.39

5.8.1 Camera Registration

This interface allows you to manage, add, configure and upgrade cameras in your network. To
access this menu, go to Main Menu > Setting > Registration. Fig 5.40
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Figure 5.40

5.8.1.1 Adding Cameras using Device Search

Step1 Click on the button. This will autopopulate the the list box with all
available/reachable devices in the network. Fig 5.40

Step 2 Check the box of the camera(s) that you want and click the button to add it to
the Added Device list.

Step 3 If you wish to do a more refined device search, you can set up filters to narrow down the list



of possible devices. Your options are as listed below.

(IPA.. |7

e Choose between IP or MAC searches
Search Type | ¢ Enter a keyword on the search box and click

( Search )

Filter { NL;”

Choose the type of device to include in the search. IPC,

Device Type NVR etc.

5.8.1.2 Manually adding Cameras

Step 1

If you know the camera’s information already, you may opt for adding them manually

instead. From the main registration interface, click on the button to bring up
the Manual Add interface. Fig 5.41
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Figure 5.41

Step 2 Enter the required device information. Use the table below for guidance.

Parameters for adding a camera in the network.

Channel Enter the channel number you wish to add the device to.
Manufacturer Select the device’s manufacturer.
CAM NAME Choose a name for the camera
IP Address Enter the known IP address of the device.
TCP Port Enter the TCP port of the device. (4000 by default)
Username Enter the known username on the device
Password Enter the known password for the device
Parameters for adding a camera from another NVR
Leave these values on default if you're adding a standalone camera.
Channel No. Enter the channel number you wish to add the device to.
Remote Channel | Enter the channel number of the camera on the remote NVR.
No.

Decode Buffer

Enter a buffer value for the remote connection.




Step 3 Click the Apply button and click OK to finish the setup. The manually added device will
automatically appear on the Added Device list.

5.8.1.3 Changing Camera IP Setting

Step 1 From the main registration interface, click the I button on the device that you wish to
modify to enter the change IP interface. See Fig 5.42

l:l:] Note

Check the box before several cameras and click on the to change the IP addresses of
p"lultiple cameras at the same time.

IP Setting

Yeavi
User Name ( admin
Password

Incremental Value (1

IP Address

192.168.10.38

L OK B Cancel

Figure 5.42

Step 2 Select the IP mode.
If you checked DHCP, there would be no need to enter the IP address, subnet mask, and
default gateway. The device automatically allocates an IP address to the camera.
If you selected Static, manually input the IP address, subnet mask, default gateway and
incremental value for the camera.

l:l:] Note

If it is to change several devices IP addresses at the same time, please input incremental value.
Device can add the fourth address of the IP address one by one to automatically allocate the IP
addresses.

If there is IP conflict when changing static IP address, device pops up IP conflict dialogue box. If
batch change IP address, device automatically skips the conflicted IP and begin the allocation



according to the incremental value

Step 3 Input remote device user name and password.
Step 4 Click OK button to save settings.
After the changing operation, search again, device displays new IP address.

l:l:] Note

When change IP addresses of several devices at the same time, make sure the cameras user name
and passwords are the same.

5.8.1.4 IP Export
The system can export the Added Device list to your local USB device.

Step 1 Insert the USB device and then click the Export button from the main registration interface
to enter the following interface. See Fig 5.43
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Figure 5.43

Step 2 Select the directory address and then click the OK button.
Step 3 Adialogue box will pop up to confirm a successful export. Click the OK button to exit.

l:l:] Note

The exported file extension name is .CVS. This file information includes the IP address, port, remote
channel number, manufacturer, user name and password.

5.8.1.5 IP Import

Step 1 From the main registration interface, click the Import button to enter the following interface.
See Fig 5.43.
Step 2 Select the import file and then click the OK button. System pops up a dialogue box to



remind you successfully imported.
Step 3 Click OK button to exit.

]——n Note

If the imported IP has conflicted with current added device, a dialogue box will pop up to remind
you. You have two options:

A Important

® You can edit the exported .CVS file. Do not change the file format; otherwise it may
result in import failure.

® Does not support customized protocol import and export.

® The import and export device shall have the same language format.

Step 4 Click the OK button, the system will now use the imported setup instead.

5.8.1.6 Remote Device Initialization

This feature will allow you to change a remote device’s login password and IP address.
an Note

o When connecting a camera to the device via PoE port, device automatically initializes the
camera. The camera adopts device current password and email information by default.

e When connecting a camera to the device via PoE port, the device may fail to initialize the
camera. Please go to the Registration interface to initialize the camera.

Step 1 Enter the Registration interface from Main Menu->Setting->Camera->Registration.
Step 2 Click Device Search to populate the list box and then click the m box. This will
clear the list of devices that are NOT uninitialized.

Step 3 Select a camera to be initialized and then click the SEEEEECES .

This will bring up the password setup interface. See fig 5.44a and fig 5.44b




Enter Password

(¥ Using current device password and email info.

Figure 5.44a

Enter Password

(JUsing current device password and email info.

Username

ltis 8 to 32-digit containing letter(s), number(s),symbol(s}. It ¢
ontains at least two types.

Confirm Password :)

Figure 5.44b




Step 4 Set the camera password.
You can either:

o Use the NVR’s password and email: Check the box to use the NVR’s current
admin account and email information. There is no need to set a password and email. Skip
tostep 7.

OR

® Create a User name/password: The user name is admin. The password ranges
from 8 to 32 digitals. It can contain letters, numbers and special characters (excluding
e €2 *&”) . The password shall contain at least two categories. Usually we

’ LR L

recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device’s own safety, please create a
strong password of your own choosing. We reccomend changing your password
periodically especially in high security network systems.

Step 5 Click Next button. This will bring up the email interface. See Figure 5.44c.

Security Questions

Figure 5.44c

Step 6 Set the email information.
Email: Input an email address for password reset purposes.

ﬂv:I Note

Uncheck the box then click Next or Skip if you do not want to input any email information here.

Step 7 Click the Next button to enter the Change IP address interface. See Figure 5.44d.
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Checked Device No.: 1
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® STATIC
IP Address 192 . 168 . 1 . Incremental Value
Subnet Mask 265 . 285 . 255 . O

Default Gateway ( 192 . 168 . 1 . 1

Serial No. IP Address
1D004BOYAZ00003 192.168.1.108

Figure 5.44d
Step 8 Set the camera IP address
Check DHCP, there is no need to input IP address, subnet mask, and default gateway.
Device automatically allocates the IP address to the camera.
Check Static, and then input IP address, subnet mask, default gateway and incremental
value.

Q_:] Note
)

If it is to change several devices IP addresses at the same time, please input incremental value.
Device can add the fourth address of the IP address one by one to automatically allocate the IP
addresses.

® |[f there is IP conflict when changing static IP address, device pops up IP conflict dialogue box. If
batch change IP address, device automatically skips the conflicted IP and begin the allocation
according to the incremental value

Step 9 Click the Next button to begin device initialization. See Figure 5.44e.



Device Initialization

Device Initialization Finished

Serial No. Results
1D004BOYAZ00003 Initialize:Succeed

Figure 5.44e

Step 10 Click Finish to complete the setup.

5.8.2 Device Status

This interface allows you to view the IPC status of the corresponding channel such as motion detect,
video loss, tampering, alarm, etc. See Figure 5.45

® |PC status:=: Front-end does not support. E: Front-end supports. n: There is

alarm event from current front-end.

® Connection status:: Connection succeeded. .: Connection failed.
® Refresh: Click it to get latest front-end channel status.
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This interface allows you to view channel, IP address, manufacturer, type, system version, SN,
video input, audio input, external alar, etc of your cameras. See fig 5.46
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Figure 5.46

5.8.4 Camera Upgrade
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Figure 5.47

This interface allows you to upgrade your IP cameras. You can reach this interface from the Main
Menu->Setting->Camera->Upgrade. See Figure 5.47

l:l:] Note

At the moment, the NVR can upgrade an IPC via a USB device or the WEB. You can upgrade 8
network cameras of the same model (or Supported NVR) at the same time.

o Click the Browse button and select the upgrade file from specified location.
e Select the channel to upgrade and click Start Upgrade.
e Adialogue will appear to confirm a successful upgrade.

5.8.5 Image

This interface allows you to configure the display settings of your cameras. You can reach the
Image interface from Main Menu > Settings > Camera > Image. See fig 5.48

Navigation and Controls:

® Channel: Selects a channel from the dropdown list.

® Brightness: Adjusts the monitor window bright. The value ranges from 0 to 100. The default
value is 50. The larger the number is, the bright the video is. When you input the value here, the
bright section and the dark section of the video will be adjusted accordingly. You can use this
function when the whole video is too dark or too bright. Please note the video may become
hazy if the value is too high. The recommended value ranges from 40 to 60.



® Contrast: Adjusts the monitor window contrast. The value ranges from 0 to 100. The default
value is 50. The larger the number is, the higher the contrast is. You can use this function when
the whole video bright is OK but the contrast is not proper. Please note the video may become
hazy if the value is too low. If this value is too high, the dark section may lack brightness while
the bright section may over exposure .The recommended value ranges from 40 to 60.

® Saturation: Adjusts the channel window saturation. The value ranges from 0 to 100. The
default value is 50. The larger the number, the strong the color will be. This value has no effect
on the general brightness of the whole video. The video color may become too strong if the
value is too high. For the grey part of the video, the distortion may occur if the white balance is
not accurate. Please note the video may not be attractive if the value is too low. The
recommended value ranges from 40 to 60.

® Sharpness: Adjusts the channel window sharpness. The value ranges from 0 to 100. The
default value is 50. The larger the number is, the stronger/noisier the picture will be. This value
helps in getting objects in the video to be more outlined and focused. Please note that if the
value is too high, the picture make become too noisy/grainy.

® Gamma: Adjust the channel window’s gamma value. The value ranges from 0 to 100. The
default value is 50. The larger the number is, the darker and more contrasted the displayed
image will be. This is often used to complement your brightness settings.

® Mirror: To switch the video’s up and bottom limit. This function is disabled by default.
® Flip: To switch the video’s left and right limit. This function is disabled by default.

® BLC: Itincludes several options: BLC/WDR/HLC/STOP

<~ BLC: The device auto exposes according to the environment’s situation so that the darkest
area of the video is cleared

< WDR: The WDR scene funtion can lower the brightly lit sections and enhance the brightness
of the low light sections. This will allow you to view the opposing sections as one smooth
image. The value ranges from 1 to 100. When you switch the camera from no-WDR mode to
the WDR mode, the system may lose several seconds of recorded video.

< HLC: After enabling the HLC function, the device can lower the brightness of the brightest
section according to the HLC control level. It can reduce the area of the halo and lower the
brightness of the whole video.

<~ OFF: This will disable the BLC function. Please note this function is disabled by default.

® 3D NR: Toggles the 3D noise reduction function on or off. This helps reduce the image
noisiness in the specified channel.

® Profile: This option sets the white balance. Its general effect is towards the hue of the video.
This function is on by default. You can select different scene modes such as auto, sunny,
cloudy, home, office, and night to adjust the video to the best quality.

Auto: The auto white balance is on. System can auto compensate the color temperature to
make sure the vide color is proper.

Sunny: The threshold of the white balance is in the sunny mode.

Night: The threshold of the white balance is in the night mode.

Customized: You can set the gain of the red/blue channel. The value ranges from 0 to 100.

R

® Day/night: Used to set the device to color or B/W mode. The default setup is auto.



Color: Turns on color display mode.

Auto: Automatically switches between modes depending on the current environmental
luminosity. (The general brightness of the video or if there is IR light or not.)

B/W: Turns on black and white mode.

Sensor: Used when there is a peripheral connected that has IR light.

Please note that only some IR series products support sensor input function.

R
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5.8.6 Encode

5.8.6.1 Encode Settings

This interface allows you to set IPC encode mode, resolution, bit stream type, etc. You can reach
these settings from Main Menu->Setting->Encode. See fig 5.49
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Navigation and Controls:

® Channel: Selects the channel to be modified.

® Code-Stream Type: Selects the recording type. There are three options: continuous, MD or
alarm. You can set individual encode parameters for each recording type.

® Compression: The system supports H.264, MPEG4, MJPEG and etc.

® Resolution: The mainstream resolution type is the IPC’s encoding config. Generally, you can
choose from D1/720P/1080P. For some product series, the main stream supports 2048x1536

(3M) ,1920x1080 (1080P) , 1280%x1024 (SxGA) , 1280x960 (1.3M) ,1280x%720
(720P) ,704x576 (D1) and the sub stream supports 704x576 (D1) ,352x288 (CIF) .

® Frame rate: Ranges from 1f/s to 25f/s in NTSC mode and 1f/s to 30f/s in PAL mode.

® Bit rate type: The system supports two types: CBR and VBR. You can set the video quality in
VBR mode.

® Quality: There are six levels ranging from 1 to 6. The sixth level has the highest image quality.

® Audio/Video: You can enable or disable the video/audio funtion. Please note that once you
enable audio function for one channel, the system may enable the audio function for the rest of
the channels by default.

® Copy: After completing setup, you can click the Copy button to copy your current channel
setup to other channel(s). See Figure 5.49b. The current channel that you are on will be grey.
Please check the number(s) to select the channel(s) or select ALL. Click the OK button
respectively to complete the setup.

® Please note that once you check the All box, you will set the same encode setup for all
channels Including Audio/video option.



Figure 5.49b

m Note:

There are two columns in this interface. Remember that the left side is for modifying the settings for
the main stream and right side is for modifying the sub stream. There are two sub streams available.

5.8.6.2 Overlay

This interface allows you to add an overlay on your channels. You can reach this interface from
Main Menu->Setting->Camera->Encode. See fig 5.50

® Preview/monitor: The cover area has two types. Preview and Monitor. Preview means the
privacy mask zone cannot be viewed by user when system is in preview status. Monitor means
the privacy mask zone cannot be view by the user when system is in monitor status.

® Time display: You can select system displays time or not when you playback. Please click set
button and then drag the title to the corresponding position in the screen.

® Channel display: You can select system displays channel number or not when you playback.
Please click set button and then drag the title to the corresponding position in the screen.
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® Cover area: You can cover areas in the channel screen. You can have up to four covered areas
in a channel. You can set them up by turning on the monitor box for Cover-Area. Select the
number of covers you wish to implement and click set to adjust the cover sizes and location on
the screen.

Refer to fig 5.50b and fig 5.50c for a sample setup.

Cover-Area Monitor

. =D
Figure 5.50b

2018-07-20 11:54:08

~ -
&l [«

Figure 5.50c

® Customized Title: You can add up to five customized titles to add more description to the
channel’s display as needed. You can also select its align mode. See fig 5.50d

Customized Title Monitor
Customized Title1 {test title
Customized Title2 | m!eZ
Customized Title3 (itle3
Customized Titled4

Customized Titled

Align Mode { W |
Figure 5.50d

® Align Mode: Sets the screen alignment of your titles.
® Click the Copy button to copy your configuration to other channels
® Click the Apply button to save your configuration



5.8.6.3 Snapshot

In this interface, you will be able to set the snapshot mode, picture size, quality and frequency of the
recorded images. Main Menu->Setting->Camera->Encode->Snapshot. See fig 5.51

® Snapshot mode: There are two modes: timing and trigger. If you set it to timing mode, you will
need to set the snapshot frequency. If you set the mode to trigger, you will need to set the
snapshot activation operation.

Image size: Set the snapshot picture size here.

Image quality: Set the snapshot quality here. The value ranges from 1 to 6.

Interval: You can set the timing (schedule) snapshot interval here.
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Q;] Note

You can click the copy button on the Overlay and Encode interfaces to copy your settings to other
channels. Click default to restore the specified interface to factory settings. fig 5.51b

Figure 5.51b



5.8.7 Cam Name Settings

In this interface, you will be able to set the camera names for each channel. The max for characters
per name is 31. You can reach this menu from Main menu->Setting->Camera-Channel Name. See
fig 5.52.

Please note that you can only modify the channel name of a connected network camera.
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Figure 5.52

5.9 Network Settings

SETTING

Figure 5.53

5.9.1 TCP/IP

This interface allows you to modify and configure your system’s TCP/IP settings. You can reach this
menu from MainMenu->Setting->Network->TCPI/IP. See fig 5.53



A device with a single network adapter interface is shown in fig 5.54a and a device with a dual
network adapter interface is shown in fig 5.54b. Refer to the image that applies to you.

Navigation and Controls:
® Network Mode: Includes multiple access, fault tolerance, and load balancing

a. Multiple-address mode: ethO and ethl operate separately. You can use the services such as
HTTP, RTP service via ethoO or the ethl. Usually you need to set one default card (default
setup is etho) to request the auto network service form the device-end such as DHCP, email,
FTP and etc. In multiple-address mode, system network status is shown as offline once one

card is offline.

b. Network fault-tolerance: In this mode, device uses bond0 to communicate with the external
devices. You can focus on one host IP address. At the same time, you need to set one master
card. Usually there is only one running card (master card).System can enable alternate card
when the master card is malfunction. The system is shown as offline once these two cards are
both offline. Please note these two cards shall be in the same LAN.

c. Load balance: In this mode, device uses bond0 to communicate with the external device. The
eth0 and ethl are both working now and bearing the network load. Their network load are
general the same. The system is shown as offline once these two cards are both offline. Please
note these two cards shall be in the same LAN.

® Default Network Card: Please select ethO/eth1/bondO(optional) after enable multiple-

access function

® Main Network Card: Please select ethO/ethl (optional).after enable multiple access
function.

]I] Note:

The dual-Ethernet port series support the above three configurations and supports functions
such as multiple-access, fault-tolerance and load balancing.

® |P Version: There are two options: IPv4 and IPv6. Right now, system supports these two IP

address format and you can access via them.

Preferred DNS server: DNS server IP address.

Alternate DNS server: DNS server alternate address.

Transfer mode: Here you can select the priority between fluency/video qualities.

LAN download: System can process the downloaded data first if you enable this function. The

download speed is 1.5X or 2.0X of the normal speed.

® | AN download: System can process the downloaded data first if you enable this function. The
download speed is 1.5X or 2.0X of the normal speed.
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Click the button next to each card to go into edit mode.) fig 5.55
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® |P Version: Set your ip version to IPv4 or IPv6.

® DHCP: Check the DHCP box to automatically fill up your network parameters. Leave it
unchecked to manually enter your network settings. You need to disable DHCP function to
view current IP information. Please note that when PPPOE is operating, you cannot modify
IP/Subnet mask /Gateway.

® |P Address: Set the ip address of the NVR (Make sure it corresponds to your internal
network’s IP addressing scheme.

® Subnet Mask: Enter your network’s subnet configuration. Make sure your IP address falls
under the same subnet.

® Default gateway: Input the default gateway address (usually the router IP). Please note
system needs to check the validity of all IPv6 addresses. Make sure the IP address and the
default gateway are in the same IP section. That is to say, the specified length of the subnet
prefix shall have the same string.

® MTU: Set your network adapter's MTU value of the. The value ranges from 1280-7200
bytes. The default setup is 1500 bytes. Please note MTU modification may result in network
adapter reboot and network becomes off. That is to say, MTU modification can affect current
network service. System may pop up dialog box for you to confirm setup when you want to
change MTU setup. Click OK button to confirm current reboot, or you can click Cancel
button to terminate current modification. Before the modification, you can check the MTU of
the gateway; the MTU of the DVR should be the same as or is lower than the MTU of the
gateway. In this way, you can reduce packets and enhance network transmission efficiency.



The following MTU value is for reference only.
<~ 1500: Ethernet information packet max value and it is also the default value. It is the
typical setup when there is no PPPOE or VPN. It is the default setup of some router,
switch or the network adapter.
< 1492: Recommend value for PPPoE.
< 1468: Recommend value for DHCP.
< 1450: Recommend value for VPN.

After completing your setup, click the OK button to return to the previous menu. Then click the Apply
button to save your settings.

5.9.2 Port

This interface allows you to modify the system’s communication ports. See fig 5.56

Max connection: system support maximal 128 users. 0 means there is no connection limit.
TCP port: Default value is 37777.

UDP port: Default value is 37778.

HTTP port: Default value is 80.

RTSP port: Default value is 554.

HTTPS port: Default value is 443. Check enable to use.

A Important:

The system needs to reboot after you’ve changed and saved any setup on any of the above
four ports. Please make sure the port values do not conflict with other services in your
network.
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5.9.3 PPPoE

This interface allows you to enable and setup PPPoE. See fig 5.57

To set this up, you will need to provide the “PPPoE name” and “PPPoE password” you get from
your ISP (Internet service provider). Click Apply afterwards and restart your NVR to activate the
configuration. After rebooting, the NVR will connect to the internet automatically. The IP in the
PPPoE is the NVR dynamic value. You can access this IP to visit the unit.
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5.9.4 DDNS Setup

This interface allows you to enable and configure DDNS on your system. This feature will allow you
to access your system remotely via a PC or a mobile device (only applicable to Android and iOS).
See fig 5.58 for a sample setup.

Configuring DDNS:

® Select the DDNS Type. The options are DVRID, NO-IP DDNS and Dyndns DDNS.

® Enter the DDNS server’s Host IP. We offer free DDNS hosting via DVRID.com

® Enter a valid Domain Name. You will be using the domain name to access your NVR remotely
using DDNS.

® Enter a valid User Name form the DDNS server.

® Enter a valid Password for the DDNS server account.

® Enter an Interval value. This will be the timer in between connection refreshes to the DDNS
server.

® Enable DDNS. Hit Apply to save.

EQ Note:



You will need to do Portforwarding on your router as well.

e You will need to open TCP Port 4000 and HTTP Port 80 or open the applicable port numbers if

you've changed these values in the PORT interface.
o All DDNS types can be enabled at the same time.
[ ]

Private DDNS function will work with special DDNS server and special Professional Surveillance

Software (PSS).
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5.9.4.1 Registering an account in DVRID.COM
® Go to http://www.dvrid.com to register an account. Fig 5.59a

DVR 1D

DDNS Service for WatchNET products
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[ togon | Welcome to DVR ID
Enter yc e and password. Choose logon to continue.

[ Register

Enter your user name and password below.

USER LOGON

EMAIL
ADDRESS

PASSWORD
Password is case sensitive

| Logon || Reset

All Rights Reserved © 2010 D

Figure 5.59&;

® After creating an account, proceed with creating your new domain for your NVR. Fig 5.59b
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Figure 5.59b

® In the Domain Name Creation screen, enter any name of your choosing excluding spaces and
special characters. Enter the HTTP port number (80 by default) as per your configuration on your
NVR.

® Enter the full MAC Address or Serial Number from your NVR and click on Request Domain.

® Enter your newly created domain information in the DDNS Setup screen in your NVR. Fig 5.58

5.9.5 UPnP

The UPNP protocol establishes a mapping relationship between the LAN and the WAN. Please input
the router IP address in the LAN IP field from your TCP/IP Gateway settings (see fig 5.55). See fig
5.60a for the UPnP interface.

A Important

Do not connect the switch to the PoE port, otherwise the connection may fail!
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® Enable: Turn the UPNP function of the device on or off.

® Status: When the UPNP is offline, it shows as “Disable”. When the UPNP works it shows
“Success”

LAN IP: It is the router’s IP in the LAN.

WAN IP: It is the router’s IP in the WAN.

Default: Restores the UPNP port settings to default.

® Port Mapping list: The port mapping list here is the one to one relationship with the router’s
port mapping settings. Double click on the service to modify the specified port settings. Fig
5.60b

PORT INFO

Service Name

Protocol TCP p

Figure 5.60b

< Service name: Defined by user.

< Protocol: Protocol type



< Internal port: Port that has been mapped in the router.

< External port: Port that has been mapped locally.

A\

When you are setting the router’s external port, please use ports 1024 to 5000. Do not use

Important:

well-known ports like ports 1 to 255 and system ports 256 to 1023 to avoid conflict.
For TCP and UDP, please make sure the internal port and external port are the same to

guarantee a proper data transmission.

5.9.6 Email

This interface allows you to configure your email for NVR event notifications. Fig 5.61
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Parameters and Controls:

SMTP Server: Input your email service’s SMTP server IP in this field.

Port: Input the corresponding SMTP server port.

User: Enter a valid email address.

Password: Enter the corresponding valid email password.

Receiver: Input the receiver(s) email address here. System can support 3 mailboxes max.
System automatically filters same addresses if you input the same receiver repeatedly.

Sender: Input the sender’s email address.

Subject: Input the email/notification title. System supports English and Arabic numbers. Max 32-
digits.



® Encryption Type: Choose the encryption method. SSL or TLS

® Interval: Input the send interval range from 0 to 3600 seconds. 0 means there is no interval.
System can send out email notifications as regularly as you set in this parameter.

® Health Enable: Please check the box here to enable this function. This function allows the
system to send out the test email to check the connection is OK or not.

® Click the Test button to test your configuration. You should get a dialogue box pop up to
confirm a successful configuration. You should also receive a test email in the process.

ﬂ;] Note:

The system will not send out the email immediately when an event occurs. When an alarm, motion
detection or abnormity event occurs, the system will send out the email according to the interval you
specified. This function is very useful when there are too many emails activated by events, which
may result in heavy stress to the email server.

5.9.7 SNMP

SNMP is an abbreviation of Simple Network Management Protocol. It provides the basic network
management frame of the network management system. The SNMP is widely used in many
environments. It is used in many network devices, softwares and systems. See fig 5.62
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Figure 5.62

After enabling SNMP, use the corresponding software tool (MIB Builder and MG-SOFT MIB Browser.
You still need two MIB file: BASE-SNMP-MIB, NVR-SNMP-MIB) to connect to the device. You can
get the corresponding device configuration information after a successfully connection.



Please follow the steps listed below to configure.

® Infig 5.62, check the box to enable the SNMP function. Input the IP address of the PC than is
running the software in the Trap address. You can use the default setup for the rest of the
parameters.

® Compile the above mentioned MIB files via the software MIB Builder.

® Run the MG-SOFT MIB Browser to load the file from the previous step to the software.

® Input the device IP you want to manage in the MG-SOFT MIB Browser. Set the corresponding
version for your future reference.

® Open the tree list on the MG-SOFT MIB Browser; you can get the device configuration. You will

be able to see how many video channels, audio channels, application version, etc. your system
has.

l:l:] Note

Port conflict occurs when the SNMP and Trap ports are the same.

5.9.8 Multicast

This interface will allow you to set up Multicast as shown in fig 5.63.
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Figure 5.63

Please refer to the following guide for detailed information about setting multicast groups.



® |P multiple cast group address

-224.0.0.0-239.255.255.255
-“D” address space

® The higher four-bit of the first byte = 1110

® Reserved local multiple cast group address:
-224.0.0.0-224.0.0.255
-TTL=1 When sending out telegraph

Example:

224.0.0.1 All systems in the sub-net
224.0.0.2 All routers in the sub-net
224.0.0.4 DVMRP router
224.0.0.5 OSPF router
224.0.0.13 PIMv2 router

® Administrative scoped addressees
-239.0.0.0-239.255.255.255
-Private address space
Like the single broadcast address of RFC1918 this can not be used in Internet transmission
Used for multiple cast broadcast in limited space.
You can use any addresses with the exception of the special values as described above.

Example:

Multiple cast IP: 235.8.8.36
Multiple cast PORT: 3666.

After logging in to the Web, the Web will automatically get multicast address and add it to the
multicast groups. You can enable the real-time monitor function to view. Please note that the
multicast function applies to special series only.

5.9.9 Alarm Centre

This interface is reserved for you to develop. See Figure 5.64
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5.9.10 Register

This function allows the device to auto register to the proxy you specified. In this way, you can use
the client-end to access the NVR via the proxy. The proxy here has a switch function. In the network
service, the device supports the server address of IPv4 or domain. Main Menu->Setting->Network-
>Register
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Please follow the steps listed below to use this function:

® Set the proxy server address, port, and sub-device name at the device-end. Enable the register



function to allow the device to auto register to the proxy server.

A Important

Do not use the device’s default ports like the TCP port number.

® The proxy server software was developed from the SDK. Please open the software and input the
global setup. Make sure that the auto connection port here is the same as the port you set in the
previous step.

® Now you can add device. Please do not use a default port number such as the TCP port in the
port mapping menu. The device ID here shall be the same with the ID you input in figure 5.65.
Click the Add button to complete the setup.

® Now you can boot up the proxy server. When you see the network status is Y, it means your
registration is OK. You can view the proxy server when the device is online.

A Important

The server IP address can also be a domain instead. But you need to register a domain name before
you run the proxy device server.

5.9.11 SWITCH

This interface allows you to set up the network parameters of the POE switch at the back of the
NVR. See fig 5.66
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5.9.12 P2P

Enabling P2P allows you to remote in to your NVR via your system’s serial number. Main Menu-
>Setting->Network->P2P See fig 5.66

To use this function, you will need to download our MVS Lite/MVS Pro phone apps (Android and iOs
only), or our CMS/VMS for PC and MAC.

Make sure the status says “Connect Success” before attempting to remote in to the NVR.

Click Apply and Save when done.
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Figure 5.66

5.9.13 Phone App Configuration

In this chapter, we will go over configuring your phone app to connect to your NVR. Please note that
our apps only support Android and iOS devices.

Start by downloading and installing MVS Lite or MVS Pro in Google Play or the App Store. To

make sure you are downloading the correct apps, look for these icons in your appropriate app
stores. The developer would be Videon.

Watchnet Smartphone Apps



&

&

MVS Pro MVS Lite

Live Preview

@ Device Manager @

& Demo

& Home

2. Press the @ button.

@ Add Device

& P2P >

@ IP/Domain >

== EEE n "'6 * "..? WIFI configuration >
@ 5 & < @ o

1. Press the S button. 3. Select your Register Mode

D;I Note

This guide is based from the MVS Lite version. The Pro version has some very minor difference in
the interface.

There are multiple ways to remote in to your NVR using your Phone. Follow the column below that



matches your configuration preference.

P2P

IP ADDRESS/DDNS

Register Mode: P2P
Name: Manual |
SN: Serial number :Eg:
Username: admin
Password:

Live Preview: Extra >

Playback: Extra >

Start Live Preview

Register Mode: IP/Domain
Name: Manual
Address: domain or ip address
Port: 4000
Username: admin
Password:

Live Preview: Extra >
Playback: Extra >

Start Live Preview

NAME: Enter any name you want for the NVR.

NAME: Enter any name you want for the NVR.

o=}
SN: Press the & icon to switch your phone to

Scanner view and Scan the QR code found
under your NVR’s P2P settings. Fig 5.66.

You can also enter your serial number manually.

ADDRESS: Enter your Public IP address or
DDNS address (e.g. example.dvrid.com).
You can also enter your internal IP address for
internal viewing.

USERNAME: Enter a valid NVR username.

PORT: Enter the TCP Port according to your
NVR configuration. System default is 4000.

PASSWORD: Enter a valid NVR password

USERNAME: Enter a valid NVR username.

PASSWORD: Enter a valid NVR password

LIVE PREVIEW: Keep it on Extra Setting.

LIVE PREVIEW: Keep it on Extra Setting.

PLAYBACK: Keep it on Extra Setting.

PLAYBACK: Keep it on Extra Setting.

Press START LIVE PREVIEW

1) Note:

For more information about the different options and controls, please refer to the in-app help menu

and manual found in your phone application.




5.10 Events Settings

SE ING

Figure 5.67

5.10.1 Video Detection

You can reach this menu from the MainMenu->Setting->Event->Video Detection

5.10.1.1 Motion Detect

This interface will allow you to configure motion detection for your system. Fig 5.68a
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Figure 5.68a
Parameters and Settings:

® Channel: Select a channel from the dropdown list to set the motion detect function.

® Enable: Check this box to enable the motion detect function for the selected channel.

® Region: Click the Set button to enter the Region Configuration interface as shown in fig
5.68b.



Figure 5.68b
® Select the tiles by clicking or dragging your mouse on where you want the motion detect to
occur. The red colored tiles will be the motiodetect zones and the clear ones will be ignored.

You can set four zones per channel. Hover your mouse close to the top of the screen to
bring up the zone menu. Fig 5.68c
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Figure 5.68c
You can configure the individual sensitivity and threshold on each zone. Each zone is color-coded.
» The Sensitivity value refers to how sensitive the motion detect trigger will be.
» The Threshold value refers to how large the object(s) will be for the motion trigger to activate.

The lower the threshold the smaller the object(s) the sensor will detect.

» Right click to exit Region Configuration mode.



® Period: Click the Set button to enter the period interface as seen in fig 5.68d. You can set the
motion detect period here. The system will only enable motion detection in the specified periods.
The system can support up to 6 periods a day.

0 2 4 6 8 10 12 14 16 18 20
Tkl ——
Il f—F————l———j————— =]
=] — |

AST—
Figure 5.68d

» Drag on the appropriate grid to manually paint or erase the tiles according to your preferred
recording

» You can also lock on multiple days you wish to edit at the same time by clicking on the icon

to the left of each day. The icon will turn into to show which ones you are currently locked
on to.

» Alternatively you can click the Set button at the end of each day to select a specified period(s)
from a list instead. Under the Copy option, you could select the days you want to apply the same
period(s) to. Click OK to exit. Fig 5.68e
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Anti-dither: Configure anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to how long the system will wait for the next alarm signal before it triggers again. This
will keep the system from triggering constantly within a short amount of time. During the
alarm process, the alarm signal can begin an anti-dither time (waiting time) to check if
system detects the same local alarm again. If the next alarm falls under the anti-dither time,
the screen prompts, alarm uploads, emails, etc. will not be activated. It will only activate
again if the anti-dither value had expired. The value here does not include the latch time.

Example:

You’ve set the anti-dither time to 10 seconds.

The alarm got triggered and will remain triggered for the next 10 seconds.

During this process, if the system detects another local alarm signal within those 10
seconds, the buzzer, tour, PTZ activation, snapshot, record channel will refresh and trigger
for another 10 seconds.

However, the screen prompts, alarm upload, or emails however will not be activated again.
Only after the 10-second anti-dither time had expired without any more alarm signals will the
system reset and trigger for the next events.

Show message: The system can bring up a pop up message to alarm you of an event if you
enabled this function.

Alarm upload: The system can upload the alarm signal to the network (including alarm
center) if you enabled current function.

Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.9.6 for this to work.

Record channel: Select the recording channel(s) for specified camera. Please make sure
you have set MD record in Schedule interface (Main Menu->Setting->Storage) and schedule
record in manual record interface (Main Menu->Setting->Storage->Record)

PTZ activation: Click Set button to enter the ptz activation interface as seen in fig 5.68f.

PTZ Actvation

{ None RE ) P (None
(None D ¢ ) 4 (None
(None { ) 6 ( None

(None ) C D 8 [ :I*-Igne

Figure 5.68f



Enabling PTZ activation will allow the system to activate PTZ cameras when motion had been
detected. Select the presets for the selected PTZ camera(s) to control how they are going to move
during the motion trigger. Click OK to exit.

® Post Record: The system will keep recording according to your setting here after a detected
motion had passed. The value ranges from 10s to 300s.

® Tour: Enabling tour will allow the system to go on tour according to the channels you have
selected whenever a motion event occurs.

® Snapshot: Enabling snapshot will allow the system to take pictures from the channels you
have selected whenever a motion event occurs.

® Log: Enabling log will allow the system to save the motion events in the system logs.

® Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when a motion event occurs.

® Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

Click the Apply button to save the changes after your configuration.

1 Note:

In motion detection mode, you cannot use the copy/paste option since the videos in each channel
may not be the same.

5.10.1.2 Video Loss

This function allows you to be informed when there is a total loss of video function from a
specified channel(s). You can enable the alarm output channel to show a message to notify you.
Refer to fig 5.69 for the Video Loss interface.
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Figure 5.69

Tips:
You can enable preset/tour/pattern activation operation when video loss occurs.
Please refer to Chapter 5.10.1.1 Motion Detect for detailed information.




o Note:

® In Detect interface, copy/paste function is only valid for the same type, which means you
cannot copy a channel setup in video loss mode to tampering mode.

® About Default function. Since detection channel and detection type may not be the same,
system can only restore default setup of current detect type. For example, if you click the
Default button at the tampering interface, you can only restore the default tampering setup. It
will not default the other detect types.

® The system only enables video loss function during the period you set here. It is null for
motion detect or video loss type.

5.10.1.3 Tampering

This function allows you to be informed when possible tampering occurs in the specified
channel. Like when someone purposely masks the lens, or if the output video is in one-color due
to possible changes in the environment’s lighting. The system can alert you to guarantee video
continuity.

Main Menu->Setting->Event->Tampering See Figure 5.70.

You can refer to Chapter 5.10.1.1 Motion Detect for detailed information on each option.

1 Note:

You can enable preset/tour/pattern activation operation when tampering occurs.
The period you’ve set here only applies to tampering and will not affect the other detection
functions.
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Figure 5.70
5.10.1.4 Scene Change

When the system detects a suspicious scene change, the system can generate an alarm. Refer to



Figure 5.71 for the interface.

Please refer to Chapter 5.10.1.1 Motion Detect for more detailed information on each option.
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Figure 5.71

5.10.2 Smart Plan

This interface allows you to set Smart plan presets for your smart network cameras. The intelligent
rules include human face detection, behavior analytics and people counting. You can find this
interface from the Main Menu->Setting->Event->Smart Plan as shown in fig. 5.72a.
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Figure 5.72a
The smart plan feature is only for smart network cameras. If you do not set a rule here, you
cannot use the intelligent functions in IVS (Chapter 5.10.3), Face detection (Chapter 5.10.4) and



People counting (Chapter 5.10.5) when you are connecting to a smart network camera.

There are two scenarios to realize intelligent analytics function.

® Smart network camera supports intelligent functions: Some smart camera supports the
intelligent functions. For NVR, it just displays the intelligent alarm information from the smart

network camera and set or playback the record file.

® NVR supports intelligent functions: The connected network camera does not support
intelligent video analytics function. The NVR supports the analytics function.

Select a channel number and a preset then click Add afterwards. Please refer to the preset list on
fig. 5.72b

Figure 5.72b
a8 Note

Some smart cameras do not need to add the preset. Please refer to the actual product for detailed
information.

E— rese
[ 2 |Preset

1 Presetl
2 Preset2

Figure 5.72¢
Select a smart plan from the dropdown list and click the corresponding intelligent plan icon. See fig
5.72c.

m Note



® The NVR supports general behavior analytics (IVS), human face detection, heat map, and
people counting. Different network camera supports different smart plans. Please refer to the
actual product for detailed information.

® The general behavior analytics (IVS) and human face detection function cannot be valid at the
same time. For example, when add the IVS plan to the preset 1, the human face detection icon
becomes grey.

Click OK to complete the setup.

5.10.3 IVS
This interface allows you to add IVS functions to the specified channel(s). Fig 5.73a
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A CAUTION

® The IVS function is optional.

® Different products support different IVS functions. Please refer to your purchased product’s
actual interface for more detailed information.

® Disable the Add IP channel function if you want to use the IVS function.

® Once any object violates the rule, the DVR can trigger an alarm and alert you

Step 1 From the Main Menu->Setting->Event->IVS. Enter the IVS interface. See Figure 5.73a
Step 2 Select a channel from the dropdown list.

Step 3 Click the Add button to add a rule and select a rule type from the dropdown list.

Step 4 Set the corresponding parameter. (Preset, Draw, Trigger)

Step 5 Check the box to enable the current rule.

Step 6 Click Apply to complete setup. Refer to Figure 5.73b for a sample setup.
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Figure 5.73b

5.10.4 Face Detection

This interface allows you to enable Face Detection from selected camera. The face detection feature
can generate system alarms when a face is detected. You can find this interface from the Main
Menu->Setting->Event->Face Detection as seen on fig 5.74.

® Face ROI: Checking this box will allow the system to enhance the human face display pane.
® Log: Checking this box will allow the system to record face detection logs.

You can refer to Chapter 5.10.1.1 Motion Detect for detailed information on each option. Hit
Apply to save your configuration.
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Figure 5.74

5.10.5 People Counting

This interface allows you to enable People Counting on the selected camera(s) which calculates the
number of people in a specified entry/exit zone. The system will generate an alarm upon reaching
the set threshold.

You can find this interface from the Main Menu->Setting->Event->People Counting as seen on fig.
5.75.
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Figure 5.75

Parameters and Controls:

® Enable: Checking the box will enable the People Counting function.

® Rule setup: Clicking the Set button will allow you to setup people counting zones, names, and
directions (entry/exit).

® OSD overlay: Checking the box will allow you to view the people counter on the surveillance
video.

® Entry No: For setting the people entry threshold. The system can generate an alarm once the
counter has exceeded the threshold.

® Exit No: For setting the people exit threshold. The system can generate an alarm once the
amount has exceeded the threshold.

® Stranded No: For setting the max number of people allowed to stay in the specified zone. The
system can generate an alarm once the amount has exceeded the threshold.

You can refer to Chapter 5.10.1.1 Motion Detect for detailed information on each option. Hit
Apply to save your configuration.

You can find the people counting statistics report from Main Menu->Info->Event->People counting.
Refer to Chapter 5.7.2.2.

5.10.6 Heat Map

This interface allows you to enable Heat Map for the selected channel which will detect an active
objects state in the specified region. You can find this interface from the Main Menu->Setting-
>Event->Heat Map as seen on fig. 5.76.
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Figure 5.76

Select a channel number and then check the box to enable the function. Click the Set button to
setup your heat map schedule. See fig 5.76b

o2 4 18 20 22 24
1 1 I | | | | | |

Figure 5.76b

You can refer to Chapter 5.10.1.1 Motion Detect for detailed information on each period option.
Hit OK to exit the schedule window and click Apply to save your configuration.

You can find the heat map reports from the Main Menu->Info->Event->Heat Map. Refer to Chapter
5.7.2.3 Heat map Info.




5.10.7 Audio Detect

This interface allows you to enable audio Detect for the selected channel. Fig. 5.77
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Figure 5.77
The system can generate an alarm when it detects any abnormal audio input or volume changes.
You can find this interface from the MainMenu->Setting->Event->Audio Detect.

Parameters and Controls:

® Input abnormal: Checking the box will allow the system to generate an alarm when there is an
abnormal audio input.

® Intensity change: Checking the box will allow the system to generate an alarm once the audio
volume becomes too strong.

® Sensitivity: It refers to the audio recognition sensitivity. The higher the value is, the higher the
sensitivity will be.

® Threshold: For setting the intensity change threshold. The smaller the value is, the higher the
sensitivity will be.

® [ 0g: Checking the box will allow the system to store audio alarm logs.

Please refer to Chapter 5.10.1.1 Motion Detect for more detailed information on each option.

5.10.8 Alarm

This interface allows you to enable and configure the alarm settings for selected channels. Fig. 5.78
You can find the Alarm interface from the Main Menu->Setting->Event->Alarm.

There are two channel alarm types. See fig 5.78 and fig 5.78b

» IPC external alarm: The on-off alarm signal from the front-end device and can activate the
local HNVR.



» IPC offline alarm: Once you select this item, system can generate an alarm when the front-end
IPC disconnects with the local HNVR. The alarm can activate record, PTZ, snap and etc. The
alarm can last until the IPC and the HNVR connection resumes.
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If it is your first time to boot up the device, the disconnection status of the front-end
network camera will not be regarded as offline. After one successfull connection, all the
disconnection events will be regarded as IPC offline event.

When IPC offline alarm occurs, the record and snapshot function of digital channel is

null.



Parameters and Controls:

Channel: For selecting the channel you wish to configure.

Enable: Toggle the alarm function on or off.

Type: Select the type of device. Normally Open or Normally Close

Period: Click the Set button to configure the time periods when the alarm is active. You can set

up to 6 periods per channel. Fig 5.78c

Figure 5.78c
» Drag on the appropriate grid to manually paint or erase the tiles according to your preferred

recording schedule. You can also click the u eraser icon to completely remove any
chosen entries.

» You can also lock on multiple days you wish to edit at the same time by clicking on the

icon to the left of each day. The icon will turn into to show which ones you are currently
locked on to.

» Alternatively you can click the Set button at the end of each day to select a specified
period(s) from a list instead. Under the Copy option, you could select the days you want to
apply the same period(s) to. Click OK to exit. Fig 5.78d
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Figure 5.78d

® Anti-dither: Configure anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to how long the system will wait for the next alarm signal before it triggers again. This
will keep the system from triggering constantly within a short amount of time. During the
alarm process, the alarm signal can begin an anti-dither time (waiting time) to check if
system detects the same local alarm again. If the next alarm falls under the anti-dither time,
the screen prompts, alarm uploads, emails, etc. will not be activated. It will only activate
again if the anti-dither value had expired. The value here does not include the latch time.

Example:

» You set the anti-dither time to 10 seconds.

» The alarm got triggered and will remain triggered for the next 10 seconds.

» During this process, if the system detects another local alarm signal within those 10
seconds, the buzzer, tour, PTZ activation, snapshot, record channel will refresh and
trigger for another 10 seconds.

» However, the screen prompts, alarm upload, or emails however will not be activated
again. Only after the 10-second anti-dither time had expired without any more alarm
signals will the system reset and trigger for the next events.

® Show message: The system can bring up a pop up message when an alarm gets triggered.

® Alarm upload: The system can upload the alarm signal to the network (including alarm
center) if you enabled current function.

® Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.9.6 for this to work.

® Record channel: Selects the recording channel(s) for the specified camera(s). Please make
sure you have set Alarm record in the Schedule interface (Main Menu->Setting->Storage-
>Schedule)

® PTZ activation: Click the Set button to enter the ptz activation interface as seen in fig 5.78e.
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Enabling PTZ activation will allow the system to activate PTZ cameras when an alarm had been
triggered. Select the presets for the selected PTZ camera(s) to control how they are going to
move during the alarm. Click OK to exit.

Post Record: The system will keep recording according to your setting here after a triggered
alarm had passed. The value ranges from 10s to 300s.

Tour: Enabling tour will allow the system to go on tour according to the channels you have
selected whenever an alarm event occurs.

Snapshot: Enabling snapshot will allow the system to take pictures from the channels you
have selected whenever an alarm event occurs.

Log: Enabling log will allow the system to save the Alarm events in the system logs.

Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when an alarm event occurs.

Buzzer: Enabling buzzer will allow the system to trigger beeps when an alarm occurs.
Copy: Click this option to copy your oncfiguration to other channels

Click the Apply button to save the changes after your configuration.

5.10.9 Abnormality

5.10.9.1 HDD

This interface allows you to enable and configure local hardrive abnormality detection features. Fig.
5.79
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Event Type: Select the type of abnormality. (No HDD, HDD Error, No Space)

Enable: Toggles the event type ON/OFF.

Less Than: Only available under No Space type. Set the trigger HDD space percentage.

Show message: The system can bring up a pop up message to alarm you of an event if you

enabled this function.

Alarm upload: The system can upload the alarm signal to the network (including alarm

center) if you enabled current function.

® Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.9.6 for this to work.

® Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger

when a motion event occurs.

Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

Log: Enabling log will allow the system to save the HDD events in the system logs.

® Click the Apply button to save the changes after your configuration.

5.10.9.2 Network

This interface allows you to enable and configure local network abnormality detection. Fig 5.80
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Event Type: Select the type of abnormality. (Disconnect,IP Conflict, MAC Conflict)

Enable: Toggles the event type ON/OFF.

Show message: The system can bring up a pop up message to alarm you of an event if you
enabled this function.

Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.9.6 for this to work.

Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when a motion event occurs.

Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

Log: Enabling log will allow the system to save the Network events in the system logs.

Click the Apply button to save the changes after your configuration.

5.10.9.3 User Name

This interface allows you to enable and configure system login abnormality detection. Fig 5.87
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Event Type: Select the type of abnormality. (lllegal Login)

Enable: Toggles the event type ON/OFF.

Attempt(s): Set the number of login attempts before an account gets locked out.

Lock Time: Set the duration of the account lock status.

Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.9.6 for this to work.

® Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when a motion event occurs.

Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

Log: Enabling log will allow the system to save the Network events in the system logs.
Click the Apply button to save the changes after your configuration.

5.11 Storage Settings

SETTING

Figure 5.82

5.11.1 Basic

This interface allows you to configure basic Storage options. Main Menu->Settings->Storage-
>Basic
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Parameters and Settings:



® HDD Full: Selects what your onboard storage would do when it gets full. You can choose
between Overwrite or Stop Record.

® Pack Duration: Ranges from 1 to 120 Min.

® Auto-Delete Old Files: Auto-deletes old files that the user had defined. It is set to Never by
default. Select Customized to enter the age of the files to be discarded. The range is from 1 to
255 days ago.

® Click the Apply button to finish setup.

5.11.2 Schedule

This interface allows you to configure the recording schedule and types for your recorder. Go to
Chapter 4.3 Step 8 for more information.

5.11.2.1 Rec

This interface allows you to configure the recording schedule and method for your system. You can
choose between regular continuous, motion detect, alarm, IVS, or a mixture of types according to
your preference. Main Menu->Setting->Storage->Schedule->Rec See figure 5.84
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5.11.2.2 Snapshot

This interface allows you to configure the image capturing schedule and method for your system.



You can choose between regular continuous, motion detect, alarm, IVS, or a mixture of types
according to your preference. Main Menu->Setting->Storage->Schedule->Snapshot See figure
5.85
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5.11.3 HDD Manage

This interface allows you to manage your onboard HDDs. You will be able to change the HDD type
and group in this menu. You can also find the Format option here if you should require doing so on
one of your onboard storage devices. Main Menu->Setting->Storage->HDD Manage See figure
5.86
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Aside from the general health and accumulated/remaining space on your HDDs, you can also set
the HDD Group and type for the specified HDD.

Click Apply to save your changes.

5.11.3.1 HDD Formatting

Highlight the HDD that you want and click on the Format button.
Please note that formatting a drive will erase any files saved in the storage device.

You will not be able to manage external harddrives or flash drives in this menu. Refer to Chapter 5.5
Backup for formatting external storage.

5.11.4 FTP

This interface allows you to enable and configure FTP for your NVR to backup your videos and
images over the network. You can access this interface via the Main Menu->Setting->Storage-
>FTP as seen on fig. 5.87
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m Note

For the FTP user, make sure the destination FTP Folder has the proper rights to allow writing.
Otherwise system would not be able to access the folder. Before the operation, please download or
purchase an FTP service tool and install on the PC.

Step 1 Set parameters.

® Type: Choose which files to upload. (Videos, Snapshots or Both)



Host IP: Enter the host IP of the FTP Server you have installed.

Host port: Enter the communication port as per your settings. The default setup is 21.
User name/Password: Enter a valid FTP Server avvount and password.

Anonymous: Enable if you want to use an anonymous connection if your server permits it.

Remote directory: Enter the network folder path you created under the root path of the FTP

Server according to the corresponding rules.

< If there is no remote directory, system will auto create different directories according to the
IP, time and channel of the files.

< If there is a remote directory, the system can create corresponding folders under the FTP
root path and then create different folders according to the IP address, time and channel of

the files.

File length: Enter the max file size/length to limit how big the files to be uploaded will be. If the

value here is larger than the actual file, the system will upload the entire file. If the setup value

here is smaller than the actual file, the system will only upload the set value size and will ignore

the rest of the file. If the value is set to 0, all files will be transferred regardless of size.

Image upload interval: Set the interval inbetween image uploads.

< If the image interval is 5 seconds and the snapshot frequency is 2 seconds, the system will
send out the latest image with a 5 second buffer.

< If the image upload interval is smaller than the snapshot frequency, system will upload at
the snapshot frequency. For example, if the image interval is 5 seconds and the snapshot
frequency is 10 seconds, system will send out the image at 10 seconds. You can set the

Snapshot frequesncy from Main Menu->Setting->Camera->Encode->Snapshot

Channel: Select the channel you would like to configure FTP on. Each channel needs to be

configured manually. Otherwise, select the all option to apply settings to every channel.
Week day/Period: Select the day(s) and time period(s) for the transfers.

Record Type: Select record types that you would like to upload (Alarm/intelligent/motion
detect/regular).

Step 2 Click the Test button. A dialogue box will come up to confirm a successful FTP connection.
Step 3 Click Apply to complete the setup.

5.11.5 Record

This interface allows you to set recording channels to auto, manual or off. You can access this
interface from the Main Menu->Setting->Storage->Record as seen on fig. 5.88
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® Set all applicable channels and channel types to Auto to record videos and images
automatically.

® Set all applicable channels and channel types to Manual to record videos and images manually
via an auxillary device.

® Set all applicable channels and channel types to OFF to stop all recordings from the specified
channels.

® Click Apply to save your configuration.

5.11.6 Advanced
This interface allows you to further configure advanced recording options for your onboard HDDs.

You can access this interface from the Main Menu->Setting->Storage->Advanced as see on fig.
5.89
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A CAUTION

HDD group and quota mode cannot be valid at the same time. System needs to restart once you
change the mode here.

® Set All Channels: Select the HDD Group ID and click the All button to implement the setting to
all channels

® HDD Group: Select the HDD Group ID manually on each channel.

® You can modify your HDD Group IDs from the HDD Manage menu. Please refer to Chapter
5.11.3

® (o over each tab (Main Stream, Sub Stream, Snapshot) to modify the groupings as per your
needs.

® Click Apply or to complete setup.

5.11.7 HDD Detect

5.11.7.1 Manual Detect

This interface allows you to manually monitor the health of your onboard HDDs. You can access this
interface via the Main Menu->Setting->Storage->HDD Detect as seen on fig. 5.90
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Select the Type of detection you would like to run (Quick Detect or Global Detect).

Select the HDD(s) you would like to scan.

Click the Start Detect button to start the process. All the values will automatically be filled up.
Fig

Click the Stop Detect button to stop the process.
Manual Detect Detect Report

Quick Detect |~ HDD ( Start Detect (Stop Detect)

Figure 5.90




5.11.7.2 Detect Report

This interface allows you to bring up detailed reports about your onboard HDDs after going through
the manual detection process. See figure 5.91
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After running a HDD detection process, the detect report panel will show you the detected devices
along with detailed information. See Figure 5.91b
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1 HDD Port No. Detect Type Start Time Capacity

1 1 Quick Detect 2018-07-24 13:53:11 931.51 GB




Figure 5.91b

You can double click on the desired entry or click on the view button to bring up the Details interface.
See Figure 5.91¢c
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Right click to exit the interface.
5.12 System Settings
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Figure 5.92

5.12.1 General

In this interface, you will be able to the basic information and settings for your system. Please refer
to Chapter 4.3 Step 2 General for a more detailed guide. You can access this interface from the
Main Menu->Setting->System->General.
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5.12.1.1 Date and Time

In this interface, you will be able to set the date and time settings for your system. Please refer to
Chapter 4.3 Step 3 Date and Time for a more detailed guide. You can access this interface from the
Main Menu->Setting->System->General->Date and Time.
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5.12.1.2 Holiday

In this interface, you will be able to the holiday settings for your system. Please refer to Chapter 4.3
Step 4 Holiday for a more detailed guide. You can find this interface from the Main Menu->Setting-
>System->General->Holiday.
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5.12.2 Display

To access the Display interface go to Main Menu->Setting->System->Display. You can change
your monitor display and main screen display settings in this section. See figure 5.96

m Note:

Your configuration here does not affect the record file and playback video properties.
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Parameter Settings:

® Transparency: Adjusts the transparency of the display items like time and channel. The value

ranges from 128 to 255.

Time display: Toggles the time display ON/OFF when doing playback.

Channel display: Toggles the channel display ON/OFF when doing playback.

Image enhance: Enabling will optimize the margin of the preview video.

IVS Rule: Enabling will follow the display settings from your IVS.

Original scale: Restores the display to original scale.

Resolution: Changes the display resolution on your monitor. There are five options: 1280x1024

(Default), 1280x720, 1920x1080, 1024x768 and 3840%2160. Please note the system needs to

reboot to activate current setup. Please note 3840%2160 is for some series only.

® Motion Display: Enabling will toggle the Motion Detect Sensor indicator ON/OFF from the
preview.

® Interface memory: Enabling will save your display settings in case a power failure occurs.

® Click the Apply button to save your changes or click the Default button to restore to factory
settings.

5.12.2.1 Tour

To access the tour interface go to Main Menu->Setting->System->Display->Tour. You can enable
and configure your tour settings in this menu. When set, you will be able to run the tour function to
automatically browse through all your cameras. You can not configure your individual camera tour
options here. See figure 5.97
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Parameter Settings:

® Video Detect: Sets the view type for motion detect tours. The system supports 1/8-window tour.
Please note that you will need to go to the Main Menu->Setting->Event->Video Detect-
>Motion Detect to enable the tour function for video detect.

® Alarm: Sets the view type for alarm triggered tours. The system supports 1/8-window tour.
Please note that you will need to go to the Main Menu->Setting->Event->Alarm to enable tour
function for Alarm.

® Enable tour: Toggles the general tour function ON/OFF. The general tour supports all types of
window split mode.

® Interval: Sets the interval time when switching to the next view during tour mode. The value
ranges from 1-120 seconds.

® Window Split: Allows you to select which cameras or group of cameras will show in each View
split during Tour mode.

® (Click the Add button to add new cameras/group of cameras to a Window Split View.

® Click the Del button after highlighting a camera/group of cameras to remove them from a
Window Split View.

® Click the Move Up and Move Down buttons to change the order of the devices in the Windows
Split View during tour mode.

® Click Apply to save your changes or Default to restore to factory settings.

5.12.3 Voice Prompt

The Account menu allows you to configure, manage and control user accounts in your system. You
can reach this interface from the Main Menu->Setting->System->Voice Prompt.

5.12.3.1 File Manage

This interface allows you to add and manage your audio files for voice prompt. You can find this
interface from the Main Menu->Setting->System->Voice Prompt->File Manage. See figure 5.98
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Click on the Add button to import files from your USB device and click Delete to remove an audio
file from the list.

5.12.3.2 Schedule

This interface allows you to add and modify the time periods when voice prompt is active. You can
find this interface from the Main Menu->Setting->System->Voice Prompt->Schedule. See figure
5.99

= CAMERA 7 NETWORK wm EVENT B.STORAGE & sYSTEM

GENERAL
DISPLAY

VOICE PROMPT
ACCOUNT
SECURITY
AUTO MAINTAIN
IMP/EXP
DEFAULT

File Manage Schedule

N
ENEEN RN

w| vl (o] [ [N
& [

UPGRADE

il

Cancel

Figure 5.99
5.12.4 Account

The Account menu allows you to configure, manage and control user accounts in your system. You
can reach this interface from the Main Menu->Setting->System->Account.

5.12.4.1 User Account Management

In this interface, you will be able to create and modify User Accounts for your system. You can reach
this interface from the Main Menu->Setting->System->Account->User. See figure 5.100



A Important: Please follow these rules when creating and modifying accounts:

® For the user account name and the user group, the string max length is 6-byte. The name string
can only include these valid characters: Letter, Number, Underscore, Substraction Sign and Dot.

® The user name and group name can consist of eight bytes. A name can only be used once

® Hidden user “default” is for system interior use only and can not be deleted. When there is no
login user, hidden user “default” automatically login. You can set some rights such as monitor for
this user so that you can view some channel view without login.

® Auser should belong to a group. A User Right can not exceed Group Right.
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Creating User Accounts:

Step 1: Click on the Add User button to bring up the new user interface.
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Step 2: Select the Group the user will belong to.
Step 3: Select the user authority when logged in to the system. Refer to figures 5.100c-1 to 3
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Step 4: Click the Save button to finish your user setup.

Modifying an Existing user Account:

Click the button on the account you wish to modify to bring up the account modification
interface. You can click the icon on the account to delete it.
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You can choose to enable the Unlock Pattern option so that instead of the password, you will be
asked for an unlocked pattern instead. Please note that this is only for the default admin account.

To modify the pattern, click on the E button next to the Unlock Pattern option. This will bring up the
modify pattern interface.

Modify User

Figure 5.100e

You can also modify the current authority/rights of the user you are currently modifying. Refer to
figures 5.100c-1 to 3

Click the Save button to finish your user setup.

5.12.4.2 Group Account Management



In this interface you will be able to create and modify new group memberships for your system. You
can reach this menu from the Main Menu->Setting->System->Account->Group.
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A Important: Please follow these rules when creating and modifying accounts:

® For the user account name and the user group, the string max length is 6-byte. The name string
can only include these valid characters: Letter, Number, Underscore, Substraction Sign and Dot.

® The user name and group name can consist of eight bytes. A name can only be used once

® Hidden user “default” is for system interior use only and can not be deleted. When there is no
login user, hidden user “default” automatically login. You can set some rights such as monitor for
this user so that you can view some channel view without login.

® Auser should belong to a group. A User Right can not exceed Group Right.

Creating a Group Account

Step 1: Click on the Add Group button to bring up the new user interface.
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Step 2: Input a name for the new Group
Step 3: Select the group authority when logged in to the system. Refer to figures 5.100c-1 to 3
Step 4: Click the Save button to finish your user setup.

Modifying an existing Group

Click the button on the account you wish to modify to bring up the account modification

interface. You can click the icon on the account to delete it.
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Figure 101c

Change the group name and membership as needed. You can also modify the current
authority/rights of the user you are currently modifying. Refer to figures 5.100c-1 to 3

Click the Save button to finish your user setup.

5.12.4.3 Security Questions

In this interface, you will be able to set up and modify your default ADMIN account’s security
questionnaire. You will not be able to add secure question to other accounts. You can find this
interface from the Main Menu->Setting->System->Account->Secure Questions. See figure 5.102
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5.12.4.3 Onvif User Account Management

In this interface, you will be able to set up and modify ONVIF User accounts from your system. You
can reach this menu from the Main Menu->Setting->System->Account->ONVIF User. See figure

5.103
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Figure 5.103

A Important: Please follow these rules when creating and modifying accounts:

® For the user account name and the user group, the string max length is 6-byte. The name string
can only include these valid characters: Letter, Number, Underscore, Substraction Sign and Dot.

® The user name and group name can consist of eight bytes. A name can only be used once

® Hidden user “default” is for system interior use only and can not be deleted. When there is no
login user, hidden user “default” automatically login. You can set some rights such as monitor for
this user so that you can view some channel view without login.

® Auser should belong to a group. A User Right can not exceed Group Right.

Creating an ONVIF Account

Step 1: Click on the Add User button to bring up the new user interface. See figure 5.103b
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Figure 5.103b

Step 2: Input a name for the new ONVIF User

Step 3: Select the group membership when logged in to the system.
Step 4: Click the Save button to finish your user setup.

Modifying an existing ONVIF Account

Click the button on the account you wish to modify to bring up the account modification
interface. You can click the icon on the account to delete it. See figure 5.103c

(admin

d [OJ)

"
Figure 5.103c

Click the Save button to finish your user setup.

5.12.5 Security



5.12.5.1 IP Filter

This interface allows you to enhance your device’s network security by providing an IP Filter to either
block or allow connections from user-defined sources.

Step 1 Go to the MainMenu->Setting->System->Security to enter the security interface. See
Error! Reference source not found. 5.104.

T%27 CAMERA = NETWORK

GENERAL
DISPLAY

VOICE PROMPT
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UPGRADE

IP FILTER

Add
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Figure 5.104

Step 2 Check the Enable box on the function(s) you wish to implement.
® Enable trusted site function to add sources to the whitelist.
® Enable blocked site function to add sources to the blacklist.

Step 3 Parameter Settings

® Add: Click to bring up the Add interface and Select a type from the dropdown list: IP
Address, IP Section or MAC Address. Enter the desired address in the field. See figure
5.104b.

> Newly added IP addresses are in enabled status by default. Remove the \ before the
item to remove them from the list.

» The system supports up to 64 items.

» The address column supports IPv4 or IPv6 formats. If it is an IPv6 address, the system
can optimize it. For example, the system can optimize aa:0000: 00: 00aa: 00aa: 00aa:
0Oaa: O0aa as aa:: aa: aa: aa: aa: aa: aa.

» The system automatically removes spaces before or after newly added IP addresses.

» The system only checks start address if you add an IP address. The system will check
both start address and end address if you add an IP section. The end address should



not be larger than the start address.
» The system will check if the newly added IP address already exists or not. The system
does not add that IP address if does not exist.

IP Address
IP Address

IP Section
MAC Address

Figure 5.104b

® Delete: Click to remove a specified item.

® Edit: Click it to edit start address and end address. See figure 5.104c. The system will
check the IP address validity after the edit operation and implement IPv6 optimization when
necessary.

Edit

192.168.10.62
192.168.10.62

Figure 5.104c

® Default: Restores all your settings to default under the IP Filter interface.
Step 4 Click Apply or Save to complete setup.
» If you enabled trusted sites, only the IP in the trusted sites list can access the device.
» If you enabled blocked sites, the IP in the blocked sites cannot access the device.
5.12.6 Auto Maintain
In this interface, you will be able to set a power-cycle schedule for your device. Auto Reboot is set to
Never by default. You can set it to auto-reboot on any day of the week according to the time you are

going to set. Click Apply to save your settings.

Main Menu->Setting.>System.>Auto MaintainSee figure 5.105
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5.12.7 IMPORT/EXPORT

This function allows you to import/export your current current system configuration to a storage
device. To begin the process, go to Main menu->Setting->System->Import/Export.

Please refer to Chapter 5.5.2: Import/Export for a detailed guide on this topic.

5.12.8 Default

You can restore your system to its factory settings through this interface. You can reach this menu
from the Main menu->Setting->System->Default. See figure 5.106

Check the appropriate O box to restore them to their orginal factory settings. Your options
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Figure 5.106



A Warning!

After you use the default function some, if not all of your customized setup may be lost forever.
Please choose carefully.

5.12.9 Upgrade

In this interface you will be able to upgrade your system Bios. You can reach this menu from the
Main Menu->Setting->Info->Upgrade. See figure 5.107
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Figure 5.107b

® |Insert the USB device and browse to the folder where the bios BIN file is.
® Click the Start button after locating and selecting the .bin file. Figure 5.107b
® Adialogue box should come up to confirm a successful upgrade.



6 Web Operation

6.1 General Introduction

The web interface provides channel monitor menu tree, search, alarm setup, system setup, PTZ
control and monitor window and etc.

A Important

The following operation is based on an 8-channel series device.

6.1.1 Preparation
Before logging in, please make sure:

® There is a consistent network connection.

® The NVR’s and PC’s network configurations have been properly setup. Please refer to your
network setup (Main Menu->Setting->Network).

® Check the connection between the PC and the NVR. You can use the Network test operation
from the NVR (Chapter 5.7.3.3) or by opening a command prompt from the PC and “ping” the
NVR IP address to verify your connection. Usually the return TTL value should be less than 255.

About the PoE address setup, operation and allocation:

1) Insert PoE

After you insert PoE, device may try to set a corresponding IP address of the Switch network
adapter. First, system tries to set via arp ping. It then uses DHCP if it finds the DHCP is enabled.
After successfully set IP address, system may use Switch to send out broadcast, system considers
the connection is OK when there is any response. Now system is trying to login the newly found IPC.
Now please check the interface, you can see the corresponding digital channel is active now. You
can see a small PoE icon at the top left corner. You can see the PoE channel, PoE port information
and etc from the connection list of the remote device interface (Chapter 0). For the IP search list, you
need to click the IP search to display or refresh.

2) Remove PoE

After you removed PoE, you can see the corresponding digital channel becomes idle (disable). On
the remote device interface, it is removed from the connected list. For the IP search list, you need to
click the IP search to refresh.

3) After you insert PoE, system follows the principles listed below to map channel.

a) Ifitis your first time to insert PoE, system can map it to the first idle channel. After map, the
channel can memorize the MAC address of the IPC. It is a <Channel>---<IPC mac> map. If
current channel does not connect to other device, system can memorize current MAC
address, otherwise it can refresh to the newly added device and memorize the <PoE port>--
-<Channel>.

b) Ifitis your second time to insert the PoE, system can check the saved MAC address
according to <Channel>---<IPC mac> map to make sure current IPC has connected or not.
If system finds the previous information and the channel is idle, system can map it to the
previously used channel. Otherwise system goes to the next step.



c) Thirdly, according to the <PoE port>---<Channel> map, system can know the previous
mapping channel of current PoE port. System can select current channel if it is free.
Otherwise, it goes to the next step:

d) Fourthly, system goes to find the first idle channel it can get.

Generally speaking, once you insert PoE, system follow the steps listed above to find the channel
available.

4) When you insert PoE, all channels are in use now.

System can pop up a dialogue box for you to select a channel to overwrite. The title of the pop-up
interface is the name of the current operation PoE port. In this interface, All PoE channel become
grey and can not select.

6.1.2 Log in

® Open your Internet Explorer and enter your NVR’s IP address. (Default IP is 192.168.1.108) See
figure 6.1

& 11921661066 0 - ¢ | @ WeB SERVICE

x Google v 29 Seacch ~  §§ Share | More» Signln W, ~

Figure 6.1

® Click Install on the pop up message that comes up asking you to install the web plugin. Figure
6.1b

® Click Run to start the quick plugin installation. Figure 6.1c

® You may also get other pop-up messages. Click Allow on those prompts.



Please install plugins first!

install Cancel

Figure 6.1b

Do you want to run or save webplugin.exe (1.68 MB) from 192.168.10.187

@‘ This type of file could harm your computer. Run Save ‘ v Cancel

Figure 6.1c
Add the NVR’s IP address to compatibility view settings on Internet Explorer. You can reach this

menu by clicking on the gear icon at the top right corner of IE or by going through IE’s tools
menu. Figure 6.1d

Compatibilty View Settn

[/_\'A] Change Compatibility View Settings

L

Add this website:

192.168.10.66

Websites you've added to Compatibility View:

192.168.1.108
192.168.10.193
192.168.10.32
192.168.10.64
192.168.10.65
192.168.10.71
76.70.45.229
dvrdns.org
dvrid.com

["] Display intranet sites in Compatibility View
[]use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

Figure 6.1d



® Click Add to add the IP to the compatibility list. You can add more IP addresses if necessary.

® [f you can’'t download the ActiveX file, please modify your settings as follows. See Figure 6.1e

| 71
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< >
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This zone is for Internet websites,
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restricted zones.
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- Appropriate For most websites
- Prompts before downloading potentially unsafe
content
- Unsigned Activex controls will not be downloaded

L1

Custom level...

Apply

Ok ] [ Cancel ] [

l

Figure

® Proceed with the installation afterwards.
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{¥) Enable (not secure)
O Prompt
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{¥) Enable (not secure)
O Prompt
|#| Run ActiveX controls and plug-ins
™% Adminicke abor snoesead

£ ¥

*Takes effect after vou restart Inkernet Explaorer

Reset cuskom settings

X

Resettai | Madium-high {default) e
[ [o]'4 l[ Cancel ]
I

® Enter your NVR’s user name and password to log in.

Note:

For security purposes, please modify your password after you first login.

Default factory name is admin and password is 1234

6.2 LAN Mode/Preview Screen

This chapter will walk you through all the options available for you in the LAN mode’s main interface
screen as shown in figure 6.2. Please refer to the functions and sections description list for more

information about each option.
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Figure 6.2

® Section 1: There are six menus that you could reach from the main screen. Preview (chapter
6.3) , Playback (chapter 0), Smartplay (Chapter Error! Reference source not found.), Alarm
(chapter 0), Setup (chapter 0), Info (chapter 0 ) and Logout (chapter 0).

® Section 2: The channel list panel contains all the cameras currently connected to your system.
You can switch the between stream types by clicking on the small arrow located to the right of
each channel. Figure 6.2b

Main Stream
Sub Stream1

Sub Stream?2

Figure 6.2b

® Section 3: You can click this button to enable audio talk. Click [ ¥ ] to select bidirectional talk
mode. There are four options: DEFAULT, G711a, G711u and PCM. SeeError! Reference
source not found. Figure 6.2c.
After you enable the bidirectional talk, the Start talk button becomes End Talk button and
becomes yellow. Please note that if the audio input port from the device to the client-end is using
the first channel audio input port. During the bidirectional talk process, system will not encode
the audio data from the 1-channel.

Start Talk
DEFAULT
G711a
G711u
PCM




Figure 6.2c
Section 4: Instant record button. Click it and the button becomes yellow prompting the system
to begin manual record. See figure 6.2d. Click it again and system will revert to previous record
mode.

I,ﬂ Instant Record
Figure 6.2d

Section 5: Local play button. You can play saved record files from your PC on the web interface
(Extension name is dav). When you click the local play button, you will get a Windows pop-up
where you will be able to select the file(s) location in your PC that you want to play.

Section 6: Zero-channel encoding. Please refer to chapter 0 for detailed information.
Section 7: Channel Preview panel. Allows you to view selected channels.

Section 8: Channel control panel. From the left to the right ,you can see video quality/shrink
screen/fluency/ full screen/1-window/4-window/6-window/8-window/9-window/13-window/16-
window/20-window/25-window/36-window.. You can set video fluency and real-time feature
priority.

By GEH R X = O B BH

Figure 6.2e
Video Quality Toggles the output video quality
Shrink Screen Toggles the output video size.
Fluency Toggles the output video fluency level.
Full Screen Switches preview display to full screen.
—E One View Switches display to one view
—E Four View Switches display to four view
Six View Switches display to six camera view
Eight View Switches display to eight camera view
‘.'!l Note:

There will be more view options in the section 8 panel on other device models.

® Section 9: PTZ operation panel. Please refer to chapter 0 for detailed information.
® Section 10: Image setup panel. Please refer to chapter 0 for detailed information.

6.3 Real-time Monitor/Channel Options

On the top left corner of a selected channel, you can view the device’s IP(172.11.10.11), channel




number(1), network monitor bit stream(2202Kbps) and stream type(M=main stream, S=sub stream).

See Figure 6.2f

17241 40411 -1-2202Kkbp=-id

Figure 6.2f

On the top right corner, there are six unction buttons. See Figure 6.2g.

2345

Figure 6.29

1: Digital zoom: Clicking this button will allow you to zoom in to a specific spot in the slected

channel. You can do so by dragging the mouse in the zone to zoom in. Right clicking the mouse
will restore the channel’s original display.

® 2: Local record. Clicking this will allow you to do a local record on the pc. This option will be
highlighted when it is active. Click again to deselect. You can go to the system folder
RecordDownload to view the recorded file.

® 3: Snapshot picture: Clicking this button will allow you to take snapshots from the selected live
channel. All images are memorized in the system client folder PictureDownload (default).

® 4: Audio : Clicking this button will toggle the audio on or off. (The will not affect the PC’s audio

setup)

6.4 PTZ

5: Close video: Closes the selected channel.

Before PTZ operation, please make sure you have properly set the PTZ protocol on the NVR.
(Please refer to Chapter 5.1.1).

PTZ Panel

Controls

Description




000
060
000

PTZ Directional
Controls
&
3D Intelligent
Positioning key

Controls the movement of the PTZ camera. Click the

button to enter 3D Intelligent mode to control
the camera with your mouse.

PTZ Speed Button | Controls the movement speed of the PTZ Camera

PTZ Zoom Button | Controls the Zoom function of the PTZ Camera

PTZ Focus Button | Controls the Focus function of the PTZ Camera

PTZ Iris Button Controls the Iris function of the PTZ Camera

Expand Menu Opens the PTZ Setup/PTZ Menu Interface

PTZ Setup

Parameter Function
Scan ® Select Scan from the dropdown list.
® Click Set button, you can set scan left and right limit.
® Use direction buttons to move the camera to you desired location and
then click left limit button. Then move the camera again and then click
right limit button to set a right limit.
Preset ® Select Preset from the dropdown list.
® Turn the camera to the corresponding position and Input the preset value.
Click Add button to add a preset.
Tour ® Select Tour from the dropdown list.
® Input preset value in the column. Click Add preset button, you have added
one preset in the tour.
® Repeat the above procedures you can add more presets in one tour.
® Or you can click delete preset button to remove one preset from the tour.
Pattern ® Select Pattern from the dropdown list.
® You can input pattern value and then click Start button to begin PTZ
movement such as zoom, focus, iris, direction and etc. Then you can click
Add button to set one pattern.
AUX ® Please input the corresponding aux value here.
® You can select one option and then click AUX on or AUX off button.




Light and wiper

You can turn on or turn off the light/wiper.

PTZ MENU Control

Function

Directiona Arrows

PTZ Setup PTZ Menu

Controls the On-screen camera Menu.

ON Button

Turns on the On-screen camera Menu.

OFF Button

Turns off the On-screen camera Menu.

OK Button

Confirms actions in the On-screen camera Menu.

(I Note: Not all cameras have an onscreen camera menu.

6.5 Image/Alarm-out

Image Control Panel

Alarm Out Control Panel

Image Alarrm Out

0« —P—
C 4« —f—

o —f—

R ——

Alarm Ouwrt

Image

You can adjust its brightness, contrast, hue and
saturation. (Current channel border becomes
green).

Or you can click Reset button to restore system
default setup.

You can enable or disable the alarm signal of the
corresponding port.

6.6 Zero-channel Encode

Select a window and then click Multi Preview button, the interface is shown as below. See figure 6.3




Open All

Start Talk

Instant Record

Local Play

2 0O @B EH E B A (E EEEE
Multi Preview

Figure 6.3

6.7 WAN Login

In WAN mode, after you logged in, the interface is shown as below. See figure 6.4
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Please refer to the following contents for LAN and WAN login difference:
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1) In the WAN mode, system opens the main stream of the first channel to monitor by default. The
open/close button on the left pane is null.

2) You can select different channels and different monitor modes at the bottom of the interface. See
figure 6.4b

PTZ Setting PTZ Menu

TR

Set Left Set Right

-

Image Alarm Out

s | -] Toe—

Figure 6.4b

A Important

3) Multiple-channel monitor, system adopts extra stream to monitor by default. Double click one
channel, system switches to single channel and system uses main stream to monitor. You can view
there are two icons at the left top corner of the channel number for you reference. M stands for main
stream. S stands for sub stream (extra stream).

4) If you login via the WAN mode, system does not support alarm activation to open the video
function in the Alarm setup interface.

A

Important



® For multiple-channel monitor mode, system adopts extra stream to monitor by default. You can
not modify manually. All channels are trying to synchronize. Please note the synchronization
effect still depends on your network environments.

® For bandwidth consideration, system can not support monitor and playback at the same time.
System auto closes monitor or playback interface when you are searching setup in the
configuration interface. It is to enhance search speed.

6.8 Playback
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Figure 6.5

6.8.1 Search Record

® Date Selection: Click a date on the calendar panel. The blue-highlighted days means there are
records in those dates. The day turns yellow upon selection. See figure 6.5b
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Figure 6.5b Figure 6.5c

® Channel/Stream Type Selection: Check the appropriate box(es) that you would like to get
recordings from. Select the type of stream that the recordings will be compiled as (Main Stream
or Substream. See figure 6.5¢

® Record Type: Check the corresponding box to select record type. (All, Continuous, Motion
Detect, Alarm, IVS) Figure 6.5d

Al Continuous MD Alarm vs B
Figure 6.5d
® Progress Bar: Click on a time stamp in the progress bar to start playing from that junction. See
Fig 6.5e

Figure 6.5¢e

® Progress Bar Slider: Control the time interval measures on your progress bar using the slider.

See figure 6.5f

Figure 6.5f

® Playback Controls: Control your playback using the playback control panel. See figure 6.5g

oQoo00-— 00 o - =

Figure 6.5g



Backwards
E Play Reverse playback button
E] Play Start playback button
E Stop Stop playback button
E Previous Go to previous playbackj time stamp button
E Next Skip to next playback time stamp button
Playback
x —_—
Speed Playback speed control
Bookmark Playback bookmark button
Fil/ayback Playback volume control
olume
m IVS Playback interlligent function toggle
m Fullscreen Switch playback window to fullscreen button

6.8.2 Bookmark

® Click on the button at any time during your playback to mark that point in the recording. You
can name that bookmark via the bookmark pop-up. See figure 6.6

® Click on the

Add Mark i

Time

Name | Tag

Default OK Cancel

& Bookmark

Figure 6.6

button to open the bookmark list. You can start your playbacks from




these bookmarked times.

® Click on the | o Manager | button to open bookmark manager. You can organize or delete
marks in this interface. See figure 6.6b

Channel Start Time 20180731 7| 00 - 00 : 00 |

End Time 2018-07-31 | 23 : 59 : 59

Figure 6.6b

6.8.3 File List
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10:00:00
11:00:00
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® Click the File List button to open the file list panel. This
interface contains all the record files in your system. Figure 6.7

® |t shows you the time stamps and record types of the files.
R = Regular M = Motion A= Alarm

® You can filter the list by typing a start time in the search filter
box.

00 : 00 : 00 Q

11:36:33
11:36:52
11:37:12

® Click the Lock button to lock a file. This will keep the file from
being edited or removed. You can click the Locked Info button
to open the Locked File Manager.

® Click the More button to enter the file download interface. Click
1<« <12 > »ico To Kl 3 the Download button to save the selected recordings to the
Start Time: SpeCified path

End Time:
File Size:
[ J

n A More ¥ Download
fFa  Lock &, Locked Info
Figure 6.7

Click the Back button to return to calendar/channel list view.




6.8.4 Fisheye Playback De-Warp

(a8 Note

Some series product supports de-warp function.

When playing fisheye channel record file, it can de-warp.

In 1-window playback mode, click the B at the top right corner, system pops up installation mode
and display mode interface. Select the corresponding mode, it can display the dewarp video. Please
refer to Fisheye de-warp in chapter Error! Reference source not found. for detailed information.

6.8.5 Download

Select the file(s) you want to download then click download button. The Download button becomes a
Stop button with the download progress. The file(s) will be saved in the path you have specified in

the Download by File Interface. See figure 6.8

6.8.6 Load more

Start Time Type
08:34:59 R
08:40:03 R
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Start Time:
End Time:
File Size:
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Figure 6.8



Download By File

Select channel, record type, bit stream type and then input start time and end time. Click the Search
button to enter the download by file interface as shown in figure 6.9.

Channel All v Start Time 2018-07-31 % 00 : 00 : 00
Type All Records v End Time 2018-07-31 BR| 23: 59 : 59

8itStream Type

] No.
“ 1 27054088 20180731 000000 20180731 010000 Continuous Main Sream 6 A
0 2 2705408K8 20180731 010000 20180731 020000 Continuous Main Sream 6
] 3 2705152KB 2018-07-31 02:00:00 2018-07-31 03:00:00 Continuous Main Stream 6
O 4 2705408KB 2018-07-31 03:00:00 2018-07-31 04:00:00 Continuous Main Stream 6
] 5 2705152KB 2018-07-31 04:00:00 2018-07-31 05:00:00 Continuous Main Stream 6
L] 6 2705152KB 2018-07-31 05:00:00 2018-07-31 06:00:00 Continuous Main Stream 6
] 7 2705152KB 2018-07-31 06:00:00 2018-07-31 07:00:00 Continuous Main Stream 6
L] 8 2705664KB 2018-07-31 07:00:00 2018-07-31 08:00:00 Continuous Main Stream 6 Vi
Down To Local Remote Backup M4/t p PGoTo 1
Backup Device sdc1(USBDISK) V| BackupType[DAV V]
Start Backup
sdc1(USBDISK) DISK uss 6433543 7987108 Narisdc1
sck2(USBDISK) DisK uss 0 3 harisde2
Back

Check the file(s) you want to download and there are two options for you to save the file(s).

® Download to local
Click Download to local, system pops up the following interface for you to set record format and
saved path. See figure 6.9b

Record Format | DAV [V]

Save Path C:\RecordDownload\

| 0K | | Cancel |

Figure 6.9b

You can click OK to download and view the download process. After the download operation, you
can see corresponding dialog box.

® Remote Backup: Click the Remote Backup button to download your files the USB device
currently connected to your NVR. Select the backup file type then click the Start Backup button
to start the transfer. A dialogue box will pop-up to confirm a successful backup.

Download by Time

Select the channel, bit stream type, start time and end time. Click the Down to Local button to start
the download process. See figure 6.10
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Channet 1 v Start Time 20180731 B 00: 00: 00
BeSteam Type | Main Stream V| End Time 2018473 B n: 509

Figure 6.10

A pop-up dialogue box should come up after a successful download operation.

Watermark

Click the Local File button to select the files you want to verify. Click the Verify buttonto to start the
watermark process which would detect if a file has been tampered with or not. See figure 6.11

s T e
| LocalFie
ey
Watermark Info
Watesmark Revised info
No. Malfunction Type Watermark Time
| Batk

Figure 6.11
6.9 Smart Play



The behavior analytics supports one channel only.

Figure 6.12

This interface allows you to do a playback of a device’s intelligent function. See figure 6.12 for the
interface. Please refer to Chapter 5.4: Smart Play for more information about this subject.

6.10 Alarm

This interface allows you to manage and set external alarm devices. You can set the device’s alarm
type and alarm sound setup in this interface as shown in Figure 6.13. (Please make sure you have
enabled the audio function of the corresponding alarm events).

Alam Type

(] Motion Detect
(] HoD Emor

[ HOD Full

[ 1PC Offine Alam

(] AUDIO DETECT

[] Scene Change

Alarm Sound

0 Play Alarm Sound

Figure 6.13

Parameters and Settings:

Type | Parameter | Function




Type Parameter Function
Video loss System alarms when video loss occurs.
Motion detection System alarms when motion detection alarm occurs.
Tampering System alarms when camera is viciously masking.
Disk full System alarms when disk is full.
Alarm Type Disk error System alarms when disk error occurs.
External alarm Alarm input device sends out alarm.
It refers to the on-off signal from the network camera. It can
IPC external alarm ; o A
activate the NVR local activation operation.
IPC offline alarm System can generate an alarm when the network camera
and the NVR are disconnected.
Operation Check the box here, system can automatically pops up an

Message

alarm icon on the Alarm button in the main interface when
there is an alarm.

Alarm Sound

Play alarm sound

System sends out alarm sound when an alarm occurs. You
can specify as you wish.

Sound path

Here you can specify alarm sound file.

6.11 Setup

6.11.1 Image Setup

This interface contains all the remote management options for all the cameras currently connected
to your NVR system. You can find this interface from the Setup menu as see in Figure 6.14

6.11.1.1 Registration

This interface allows you to search, add or remove cameras within your network. You will also be
able to modify the network settings of your remote devices as well as initialization tools. Please refer
to Figure 6.14 and its accompanying parameter and functions list for a detailed navigation guide.
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Figure 6.14
Parameter Function

Device search

Click the Device search button to automatically the search for devices
within your network. You can search via IP or MAC.

Select a device in the list and then click Add button to add it to added

Add ; .
devices list.
. Select the devices on the searched list and click modify IP to change their
Modify IP

IP manually.

Modify Click -~ on any device in the Added device list to modify their
corresponding channel setup.
Click ® on a camera to delete the remote connection of the

Delete

corresponding channel. Alternatively, you can check the box of the
device you want to remove and click the delete button instead.

Connection status

: Connection succeeded.
C : Connection failed.

Import Click to import a saved remote device configuration file from the PC.
Export Click to export your current remote device configuration to the computer.
Refresh Click to refresh the added device list information.




Parameter

Function

Manual Add ®

Click to manually add remote devices. This will bring up the Manual add
interface as shwon in Figure 6.14b.

g;']]Note:

System supports manufactures such as Panasonic, Sony, Dynacolor,
Samsung, AXIS, Arecont, Dahua and Onvif standard protocol.

6.11.1.2 Upgrade

® If you do not input an IP address here, the system uses default IP
192.168.0.0 and will not connect.
® You can only connect to 1 device at a time.
Manual Add (X |
Manufacturer Watchnet MPIX v|
IP Address 192.168.0.0
TCP Port 4000 (1~65535)
User Name admin
Password eeee Connect
Channel No. 1 Setup
Remote Channel No. |1 v
Channel 1 v
Decode Buffer | Default v
OK Cancel
Figure 6.14b

This interface allows you to remotely upgrade the selected camera’s firmware. Click the Browse
button to select the upgrade file then click the Start Update button to begin updating. Please note
the file will have a *.bin extension. See figure 6.15

VAN

Important

Improper upgrade program may result in device malfunction! During the upgrade process, do
not unplug the power cable, network cable, or shutdown the device.




Select Fimware File

Device Upgrade Device Type  None v

1 CH Status P Address Version Upgrade Status Port Type Manufacturer
3 & 101167 - 3 Watchnet MPIX

6 ® 104470 2400\WT00.0R 2016-03-18 = 6 IPC Watchnet MPIX

Figure 6.15

6.11.1.3 Image

m Note

There may be some slight differences in available options according to the model of the camera.

This interface allows you to configure the display properties of your cameras. The changes you
make here will be implemented right away to the target channel. See figure 6.16
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Figure 6.16

Parameter

Function

Channel

Selects a channel from the dropdown list.

Brightness

Adjusts the monitor window bright. The value ranges from 0 to 100. The default
value is 50. The larger the number is, the bright the video is. When you input
the value here, the bright section and the dark section of the video will be
adjusted accordingly. You can use this function when the whole video is too
dark or too bright. Please note the video may become hazy if the value is too
high. The recommended value ranges from 40 to 60.

Contrast

Adjusts the monitor window contrast. The value ranges from 0 to 100. The
default value is 50. The larger the number is, the higher the contrast is. You ¢
use this function when the whole video bright is OK but the contrast is not
proper. Please note the video may become hazy if the value is too low. If this
value is too high, the dark section may lack brightness while the bright sectior
may over exposure .The recommended value ranges from 40 to 60.

Saturation

Adjusts the channel window saturation. The value ranges from 0 to 100. The
default value is 50. The larger the number, the strong the color will be. This
value has no effect on the general brightness of the whole video. The video
color may become too strong if the value is too high. For the grey part of the
video, the distortion may occur if the white balance is not accurate. Please
note the video may not be attractive if the value is too low. The recommended
value ranges from 40 to 60.




Sharpness

Adjusts the channel window sharpness. The value ranges from 0 to 100. The
default value is 50. The larger the number is, the stronger/noisier the picture
will be. This value helps in getting objects in the video to be more outlined and
focused. Please note that if the value is too high, the picture make become too
noisy/grainy.

Gamma

Adjust the channel window’s gamma value. The value ranges from 0 to 100.
The default value is 50. The larger the number is, the darker and more
contrasted the displayed image will be. This is often used to complement your
brightness settings.

Mirror

To switch the video’s up and bottom limit. This function is disabled by default.

3D NR

Toggles the 3D noise reduction function on or off. This helps reduce the image
noisiness in the specified channel.

BLC

The device auto exposures according to the environments situation so that the
darkest area of the video is cleared

WDR
BLC Mode

For the WDR scene, this function can lower the high bright section and
enhance the brightness of the low bright section. So that you can view these
two sections clearly at the same time.

The value ranges from 1 to 100. When you switch the camera from no-WDR
mode to the WDR mode, system may lose several seconds record video.

HLC

After you enabled HLC function, the device can lower the brightness of the
brightest section according to the HLC control level. It can reduce the area of
the halo and lower the brightness of the whole video.

Off

It is to disable the BLC function. Please note this function is disabled by default.

White Balance

This option sets the white balance. Its general effect is towards the hue of the
video. This function is on by default. You can select different scene modes su
as auto, sunny, cloudy, home, office, and night to adjust the video to the best
quality.

<~ Auto: The auto white balance is on. System can auto compensate the
color temperature to make sure the vide color is proper.

<+ Sunny: The threshold of the white balance is in the sunny mode.

< Night: The threshold of the white balance is in the night mode.

<~ Customized: You can set the gain of the red/blue channel. The value
ranges from 0 to 100.

Day/Night

Used to set the device to color or B/W mode. The default setup is auto.

<~ Color: Turns on color display mode.

< Auto: Automatically switches between modes depending on the current
environmental luminosity. (The general brightness of the video or if there
IR light or not.)

B/W: Turns on black and white mode.

Sensor: Used when there is a peripheral connected that has IR light.
Please note that only some IR series products support sensor input
function.

%




Auto Focus Toggles the auto focus function ON or OFF

6.11.1.4 Encode

Encode
Channel 3 v
Main Stream Sub Stream
Code-Stream Type [ Continuous V[ [] Video Enable
Compression [ v| Code-Stream Type [ Sub Stream1 M
Resolution [ V| Compression [ M
Frame Rate(FPS) | v| Resolution [ v|
Bit Rate Type [CBR v| Frame Rate(FPS) | M
Bit Rate (32 v| Kbis Bit Rate Type [CBR V|
Reference Bit Rate  768-4096 Bit Rate [32 V| Kois
Reference Bit Rate  768-4096
[] Audio Enable [] Audio Enable
Audio Encode v Audio Encode V.
[[] watermark Enable Watermark String
l Copy I | OK I | Refresh I l Defauilt |

Figure 6.17

Please refer to the following sheet for more detailed information about each option:

Parameter

Function

Channel

Click to select the channel to configure.

Video enable

Check the box to enable sub stream on the selected channel.

Code stream type

® [t includes main stream, motion stream and alarm stream. You can select
different encode frame rates form different recorded events.

® System supports active control frame function (ACF). It allows you to
record in different frame rates.

® For example, you can use high frame rate to record important events,
record scheduled event in lower frame rate and it allows you to set different
frame rates for motion detection record and alarm record.




Compression

The main bit stream supports H.264. The extra stream supports H.264,
MJPG.

Resolution The resolution here refers to the capability of the network camera.
Frame Rate PAL: 1~25f/s; NTSC: 1~30f/s.
® Main stream: You can set bit rate here to change video quality. The
large the bit rate is, the better the quality is. Please refer to
Bit Rat recommend bit rate for the detailed information.
it Rate

® Extra stream: In CBR, the bit rate here is the max value. In dynamic
video, system needs to low frame rate or video quality to guarantee the
value. The value is null in VBR mode.

Reference bit rate

Recommended bit rate value according to the resolution and frame rate you
have set.

Here you can set the P frame amount between two | frames. The value

| Frame ranges from 1 to 150. Default value is 50.
Recommended value is frame rate *2.
Audio Enable Enables audio on the selected channel.

Watermark enable

This function allows you to verify the video is tampered or not.

Here you can select watermark bit stream, watermark mode and watermark
character. Default character is Digital CCTV. The max length is 85-digit. The
character can only include number, character and underline.

Snapshot

This interface allows you to configure the snapshot feature on the selected channel. See figure 6.18




Encode I Snapshot I Overlay | Path
Channel 3 v
Mode | Timing v
Image Size ( v]
Image Quality [B(Best) v]
Interval | v
OK Refresh
Figure 6.18

Please refer to the following sheet for more detailed information about each option:

Parameter Function
There are two modes: Regular (schedule) and Trigger.
Snapshot type ® Regular snapshot is valid during the specified period you set.
P P ® Trigger snapshot only is valid when motion detect alarm, tampering alarm or
local activation alarm occurs.
Image size It is the same with the resolution of the main stream.
Quality It is to set the image quality. There are six levels.
Interval It is to set snapshot frequency. The value ranges from 1s to 7s.
Or you can set customized value. The max setup is 3600s/picture.
Copy Click it; you can copy current channel setup to other channel(s).
Video Overlay

This interface allows you to set and configure different types of overlay on the selected channel. See

Figure 5.19
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Cover-Area
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[v] Channel Display
[v] Time Display

[] Customized Title

ey

Align Mode [Left Align V|
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Figure 5.19

Please refer to the following sheet for more detailed information about each option:

Parameter Function

Check Preview or Monitor first.

Cover-area | Click Set button, you can privacy mask the specified video in the preview or monitor
video.

System max supports 4 privacy mask zones.

You can enable this function so that system overlays time information in video
window.

Time Title You can use the mouse to drag the time title position.
You can view time title on the live video of the WEB or the playback video.
You can enable this function so that system overlays channel information in video
Channel Title window. . "
You can use the mouse to drag the channel title position.
You can view channel title on the live video of the WEB or the playback video.
Path

This interface allows you to set a path for saving the snapshots and manual records you do from the
preview screen. Please refer to Chapter 6.3.

Click the Browse button to set the path or manually type in the path yourself. Click the Save button



to save your configuration. See Figure 5.20

Encode Snapshot Overlay Path

Snapshot Path C:\PictureDownload Browse

Recaord Path C\RecordDownload Browse

Save Default

Figure 5.20

6.11.1.5 Camera Name

In this interface, you will be able to set each individual channel’'s name. See figure 6.21

Channel 1 CAM 1 Channel 2 CAM 2 Channel 3 CAM 3 Channel 4 CAM 4
Channel5 |CAMS Channelé  CAMG Channel7 | CAM7 Channel8 |CAM 8
Channel9 |CAM Y Channel 10 | CAM 10 Channel 11 | CAM 11 Channel 12 | CAM 12

Channel 13 | CAM 13 Channel 14 | CAM 14 Channel 15 | CAM 15 Channel 16 | CAM 16
Channel 17 | CAM 17 Channel 18 | CAM 18 Channel 19 | CAM 24 Channel20 | CAM 20
Channel21 | CAM 21 Channel22 | CAM 22 Channel23 | CAM 23 Channel24 |CAM 24
Channel 25 | CAM 25 Channel 26 | CAM 26 Channel 27 | CAM 27 Channel 28 | CAM 28
Channel29 | CAM 29 Channel 30 | CAM 30 Channel 31 | CAM 31 Channel32 | CAM 32

Save Refresh Default

Figure 6.21

6.11.2 Network Setup

This menu contains all the network management and configuration options for your system including



ip configuration, remote connection setup and notifications, etc. You can find this interface from the
SETUP menu.
6.11.2.1 TCP/IP

This interface allows you to configure your system’s basic TCP/IP configuration. See figure 6.22

TCPIP
Ethemet Card 1P Address Network Mode NIC Member Edit Unbond
Ethemnet Port! 192.168.10.66 Single NIC 1 %
IP Address:  192.168.10.66 Default Gateway:192.168.10.1 MTU: 1500
MAC Address: 88:23:64:11:9d:a1 SubnetMask: 2852552550  Mode: STATIC
P Version 1Pv4 b
Preferred DNS |8 .8 8 8
AtemateDNS | 8 . 8 4 4
Default Card Ethernet Port1 Vi
[ oo || e ][ e ]

Figure 6.22



Edit X

Ethemnet Card Ethernet Port1
Network Mode (®) Single NIC
NIC Member
IP Version IPv4 v
MAC Address
Mode (® STATIC () DHCP
IP Address 192 168 _ 10 _ 66
Subnet Mask 2556 266 2565 D
Default Gateway 192 168 10 _ 1
MTU 1500

OK No

Figure 6.22b

-~

Click the - button to enter the edit interface for the selected NIC card.
Please refer to the following sheet for more detailed information on each option:

Parameter Function

There are two modes: Static and DHCP

® Setting the mode to DHCP will allow the system to automatically get its IP
configuration from your DHCP server. You will not be able to edit anything
when you set it to DHCP.

® Setting the mode to Static will allow you to manually enter the IP
configuration for your system.

® If you switch from DHCP mode to the static mode, you will need to reset the
IP parameters.

® |P/submask/gateway and DHCP are read-only when the PPPoE dial is set to
OK.

Mode

Mac Address Displays the network MAC address.

IP Version Select IP Version. You can choose IPV4 or IPV6

IP Address Automatically or manually enter an IP address for the system.

Preferred DNS DNS server IP address.

Alternate DNS Alternate DNS IP address.




For IPv6 IP address, default gateway, preferred DNS and alternate DNS, the input value should
be 128-digits. It cannot be left blank.

System can process the downloaded data first if you enable this function. The

MTU download speed is 1.5X or 2.0X of the normal speed.

6.11.2.2 Port
This interface allows you to set and configure your system’s configuration ports. See figure 6.23

Please refer to the following sheet for more detailed information about each option:

Parameter Function

It is the max Web connection for the same device. The value ranges from 1 to

Max connection 120. The default setup is 120.

TCP port The default value is 37777. You can input the actual port number if necessary.

UDP port The default value is 37778. You can input the actual port number if necessary.

HTTP port The default value is 80. You can input the actual port number if necessary.
HTTPS The default value is 443. You can input the actual port number if necessary.

RTSP port The default value is 554.




en | s

Max Connection 128 (1~128)

TCP Port 4000 (1025~65535)

UDP Port 4001 (1025~65535)

HTTP Port 80 (1~65535)

HTTPS Port 443 (1~65535) [_| Enable

RTSP Port 554 (1~65535)

RTSP Format rtsp:/<User Name=:<Password=@=IP Address=:<Port=/cam/reaimonitor?channel=1&subtype=0

channel: Channel, 1-8; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

OK l l Refresh ' | Default

Figure 6.23

6.11.2.3 HTTPS

In this interface, you can configure HTTPS on your system to guarantee communication data
security. This reliable and stable technology can secure the user’s information security and device
safety. See Figure 6.23b

Note

® You need to implement server certificate again if you have changed device IP.
® You need to download root certificate if it is your first time to use HTTPS on current PC.

] s

Figure 6.24

6.11.2.4 PPPoE
In this interface, you will be able to set up PPPoE for your system. See figure 6.25

Input the PPPOE user name and password that you got from the ISP (internet service provider) and
enable the PPPoE function. Save your current setup and reboot the system to activate the function.



[ 1]
L Note:

You need to use previous IP address in the LAN to login the device. Please go to the IP address item
to via the device current device information. You can access the client-end via this new address.

PPPOE

v Enable
Lser Name
Password

P Address g .0 .0 .0

Refresh

Figure 6.25

6.11.2.5 DDNS

This interface allows you to enable and configure DDNS on your system. This feature will allow you
to access your system remotely via a PC or a mobile device (only applicable to Android and iOS).
See Figure 6.26

Configuring DDNS:

® Select the DDNS Type. The options are DVRID, NO-IP DDNS and Dyndns DDNS.

® Enter the DDNS server’s Host IP. We offer free DDNS hosting via DVRID.com

® Enter a valid Domain Name. You will be using the domain name to access your NVR remotely
using DDNS.

® Enter a valid User Name form the DDNS server.

® Enter a valid Password for the DDNS server account.

® Enter an Interval value. This will be the timer in between connection refreshes to the DDNS
server.

® Enable DDNS. Hit OK to save.

1) Note:

¢ You will need to do Portforwarding on your router as well.
e You will need to open TCP Port 4000 and HTTP Port 80 or open the applicable port numbers if
you've changed these values in the PORT interface.



All DDNS types can be enabled at the same time.

e Private DDNS function will work with special DDNS server and special Professional Surveillance
Software (PSS).

o Please refer to Chapter 5.9.4.1: DVRID SETUP for information about setting up DDNS service
with our DVRID server.

[ ] Enable
DDNS Type |DVRID v
Host IP dvrid.com

Domain Name

User Name
Password
Interval g Min. (5~1092)
OK Refresh Default
Figure 6.26
6.11.2.6 Email

This interface allows you to set up the email function on the system to be used for notifications. See
figure 6.27 for a sample setup.



Enable
SMTP Server sample.smtp.com
Port 25 (1~65535)

[] Anonymous

User Name sample@sample.com

Password eeee

Sender sender@sample.com

Encryption Type (SSL V]

Subject Sample Email Attachment

Receiver Irecei'~.-'er3@sample.coml X [fii

receiver2@sample.com -
receiver@sample.com

Interval 120 Sec. (0~2600)
[] Health Enable 60 Min. (30~1440)
Email Test
QK Refresh Default
Figure 6.27

Please refer to the following sheet for more detailed information:

Parameter Function

Enable Check this box to enable the email function.

SMTP Server Input your SMTP server address.

Default value is 25. You can modify this value if necessary depending on your

Port SMTP server setup.

Anonymity If you server supports anonymous connections, you can enable this option. This
will allow you to login anonymously. You do not need to input the user name,




Parameter

Function

password and the sender information if this option is turned on.

User Name Enter a valid email address based on your SMTP server.
Password Enter a valid password for your email.
Sender Enter a valid sender email address.
Authentication

(Encryption mode)

Select your encryption type. You can choose SSL,TLS or None

Subject Input an email subject here.
When enabled, the system can send out email noffications along with a
Attachment ;
snapshot of the applicable event.
Receiver Input receiver email address(es) here. Max three addresses.
Supports SSL and TLS mailboxes.
Input the send interval range from 0 to 3600 seconds. 0 means there is no
interval. System can send out email notifications as regularly as you set in this
Interval . o ; .
parameter. This function is very useful when there are too many emails activated
by events in the system which may result in heavy traffic for the email server.
Health mail Check to enable the Health function
enable

Update period

This function allows the system to send out test emails to monitor the stability of
the email connection. Check the box to enable this function and set the

(interval) corresponding refresh interval. The value ranges from 30 minutes to 1440
minutes. The system will send out test emails as regularly as you set here.
Email test Click this button to do send a test email to confirm proper configuration.
6.11.2.7: UPnP

The UPNP protocol establishes a mapping relationship between the LAN and the WAN. Please input
the router IP address in the LAN IP field from your TCP/IP Gateway settings (see fig 6.22b). See
fig 6.28 for the UPnP interface.

® In the Windows OS, From Start->Control Panel->Add or remove programs. Click the
“Add/Remove Windows Components” and then select the “Network Services” from the Windows
Components Wizard.

® Click the Details button and then check the “Internet Gateway Device Discovery and Control
client” and “UPnP User Interface”. Please click OK to begin installation.




® Enable UPnP from the Web. If your UPnP is enabled in the Windows OS, the NVR can auto

detect it via the “My Network Places”
UPnP

PAT © Enable () Disable
Status
LANIP
WANIP
Port Mapping List

No. Service Name Protocol Intemal Port External Port Modify
1 HTTP TCP 80 E] L
2 TCP TCP 4000 4000 s
3 UDP upp 4001 4001 s
4 RTSP upp 554 554
RTSP TCP 554 5
6 SNMP UoP 161 161
7 HTTPS TCP 3 43
’ 0K || Refresh H Default ‘
Figure 6.28
® Enable/Disable: Turn the UPNP function of the device on or off.
® Status: When the UPNP is offline, it shows as “Disable”. When the UPNP works it shows
“Success”
® LAN IP: Itis the router’s IP in the LAN.
® WAN IP: Itis the router’s IP in the WAN.
® Default: Restores the UPNP port settings to default.
® Refresh: Refreshes the page to update the information on your screen.
® Port Mapping list: The port mapping list here is the one to one relationship with the router’s

port mapping settings. Double click on the service to modify the specified port settings. Fig
5.60b

Service name: Defined by user.
Protocol: Protocol type
Internal port: Port that has been mapped in the router.

External port: Port that has been mapped locally.

® Click the Modify icon on the appropriate port to make changes.

A

When you are setting the router’s external port, please use ports 1024 to 5000. Do not use

Important:

well-known ports like ports 1 to 255 and system ports 256 to 1023 to avoid conflict.



For TCP a

nd UDP, please make sure the internal port and external port are the same to

guarantee a proper data transmission.

6.11.2.8 S

NMP

SNMP allows the communication between the network management work station software and the

proxy of the

managed device. It is reserved for 3" party developers. See figure 6.29

[] Enable
Version [ ]vi []wv2
SNMP Port 161 (1~65535)

Read Community
Write Community
Trap Address

Trap Port 162 (1~65535)

QK Refresh Default

Figure 6.29

Please refer to the following sheet for more detailed information:

Parameter Function

SNMP Port The listening port of the proxy program of the device. It is a UDP port not a TCP port.
The value ranges from 1 to 65535. The default value is 161
It is a string. It is a command between the manage process and the proxy process. It
defines the authentication, access control and the management relationship between

Read one proxy and one group of the managers. Please make sure the device and the
. proxy are the same.
Community

The read community will read all the objects the SNMP supports in the specified
name. The default setup is public.




Parameter Function

Itis a string. It is a command between the manage process and the proxy process. It
defines the authentication, access control and the management relationship between
one proxy and one group of the managers. Please make sure the device and the

Write
proxy are the same.

Community

The read community will read/write/access all the objects the SNMP supports in the
specified name. The default setup is write.

Trap address | The destination address of the Trap from the proxy program of the device.

The destination port of the Trap from the proxy program of the device. It is for the
information exchange between the gateway device and the client-end PC in the LAN.

Trap port It is a non-protocol connection port. It has no effect on the network applications. Itis a
UDP port not TCP port. The value ranges from 1 to 165535. The default value is 162.
SNMP ® Check V1, system only processes the information of V1.
version ® Check V2, system only processes the information of V2.

6.11.2.9 Multicast

Multicast is a transmission mode of data packets. When there are multiple hosts to receive the same
data packet, multicast is the best option to reduce the broad width and the CPU load. The source
host can just send out one stream of data to transit. This function also depends on the relationship of
the group member and external group. See figure 6.30

Multicast

IP Address 239 . 255 . 42 . 42 |(224.0.0.0~239.255255255)

Port 36666 (1025~65500)

Refresh

Default

Figure 6.30



6.11.2.10 Register

This function allows the device to automatically register to the proxy you’'ve specified. In this way,
you can use the client-end to access the NVR via the proxy. The proxy here has a switch function. In
the network service, the device supports the server address of IPv4 or domain.

To use this function, set the proxy server address, port, and sub-device name at the device-end.
Check the box to enable auto-registry. See figure 6.31

REGISTER
[ ] Enable
Host IP : [ | G | RN
Port 8000 (1~65535)
Sub-device ID 0
QK Refresh Default
Figure 6.31

6.11.2.11 Alarm Centre
This interface is reserved for you to develop. The system can upload alarm signals to the alarm
center when a local alarm occurs. See figure 6.32

Before you use alarm center, please set the necessary server information. When an alarm occurs,
the system can send out data as the protocol defines, so the client-end can get the data.



Alarm Centre

Enable

Protocol Type ALARI CENTER v

HostIP 20 .02 12 02T

Port 1

Self-repart Time Everyday :V:at 08:00 V
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Figure 6.32

6.11.2.12 P2P

Enabling P2P allows you to remote in to your NVR via your system’s serial number. See figure 6.33

To use this function, you will need to download our MVS Lite/MVS Pro phone apps (Android and iOs
only), or our CMS/VMS for PC and MAC.

Make sure the status says “Connect Success” before attempting to remote in to the NVR.

Click Apply and Save when done.
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Figure 6.33

Please refer to Chapter5.9.13: Phone App Configuration on how to configure your phone to use this
feature.

6.11.2.13 Switch

This interface allows you to set up the network parameters of the POE switch at the back of the
NVR. See fig 6.34
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6.11.3 Event

This menu contains all the options, configurations and management tools for handling events on
your system.

6.11.3.1 Video detectection

l. Motion Detect

Motion Detect | Videoloss | Tamperng | scene change _

[] Enable 3 -
-
Anti-dither Sec.(0-600)
[] Record Channel
Post Record Sec.(10~300)
[] PTZ Activation Setup
[] Tour Setup
[] snapshot Setup
(] Voice Prompts File Name  [None v
[] show Message [] send Email [ ] Alarm Upload [ ] Buzzer [ | Log
| Copy | | oK | | Refresh | | Default
Figure 6.35

This interface allows you to configure Motion Detect for your NVR system. See figure 6.35
Parameters and Settings:

® Enable: Check this box to enable the motion detect function for the selected channel.
® Channel: Select a channel from the dropdown list to set the motion detect function.



® Period: Click the Setup button to enter the period interface as seen in fig 6.35b. You can set the
motion detect period here. The system will only enable motion detection in the specified periods.
The system can support up to 6 periods a day.
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’ OK I | Cancel |
Figure 6.35b

» Drag on the appropriate grid to manually paint or erase the tiles according to your preferred
recording schedule.

» Alternatively you can click the Set button at the end of each day to select a specified
period(s) from a list instead. Under the Copy option, you could select the days you want to
apply the same period(s) to. Click OK to exit.

® Anti-dither: Configure anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to how long the system will wait for the next alarm signal before it triggers again. This
will keep the system from triggering constantly within a short amount of time. During the
alarm process, the alarm signal can begin an anti-dither time (waiting time) to check if
system detects the same local alarm again. If the next alarm falls under the anti-dither time,
the screen prompts, alarm uploads, emails, etc. will not be activated. It will only activate
again if the anti-dither value had expired. The value here does not include the latch time.

Example:

» You've set the anti-dither time to 10 seconds.
» The alarm got triggered and will remain triggered for the next 10 seconds.
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During this process, if the system detects another local alarm signal within those 10
seconds, the buzzer, tour, PTZ activation, snapshot, record channel will refresh and trigger
for another 10 seconds.

However, the screen prompts, alarm upload, or emails however will not be activated again.
Only after the 10-second anti-dither time had expired without any more alarm signals will the
system reset and trigger for the next events.

Record channel: Select the recording channel(s) for specified camera. Please make sure
you have set MD record in Schedule interface (Main Menu->Setting->Storage) and schedule
record in manual record interface (Main Menu->Setting->Storage->Record)

Region: Click the OK button to enter the Region Configuration interface as shown in fig 6.35c.
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Figure 6.35¢c

You can configure the individual sensitivity and threshold on each zone. Each zone is color-coded.

>
>

>

The Sensitivity value refers to how sensitive the motion detect trigger will be.

The Threshold value refers to how large the object(s) will be for the motion trigger to activate.
The lower the threshold the smaller the object(s) the sensor will detect.

Click OK to exit the interface.

Post Record: The system will keep recording according to your setting here after a detected motion
had passed. The value ranges from 10s to 300s.



® PTZ activation: Click Setup button to enter the ptz activation interface as seen in fig 6.35d.
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Figure 6.35d

Enabling PTZ activation will allow the system to activate PTZ cameras when motion had been
detected. Select the presets for the selected PTZ camera(s) to control how they are going to move
during the motion trigger. Click OK to exit.

® Tour: Enabling tour will allow the system to go on tour according to the channels you have
selected whenever a motion event occurs. Figure 6.35e

Tour
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Figure 6.35e

® Snapshot: Enabling snapshot will allow the system to take pictures from the channels you

have selected whenever a motion event occurs. Figure 6.35f
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® Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when a motion event occurs.

® Show message: The system can bring up a pop up message to alarm you of an event if you
enabled this function.

® Alarm upload: The system can upload the alarm signal to the network (including alarm
center) if you enabled current function.

® Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 6.8.2.6 for this to work.

® Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

® Log: Enabling log will allow the system to save the motion events in the system logs.

l. Video Loss

This function allows you to be informed when there is a total loss of video function from a
specified channel(s). You can enable the alarm output channel to show a message to notify you.
Refer to fig 5.69 for the Video Loss interface. For the rest of the setups, please refer to Chapter
6.3.1 — I: Motion Detect for more detailed information.
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Figure 6.36

lll. Tampering

This function allows you to be informed when possible tampering occurs in the specified
channel. Like when someone purposely masks the lens, or if the output video is in one-color due
to possible changes in the environment’s lighting. The system can alert you to guarantee video
continuity. Figure 6.37
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Figure 6.37
For the rest of the setups, please refer to Chapter 6.3.1 — I: Motion Detect for more detailed

information.

V. Scene Change

When the system detects a suspicious scene change, the system can generate an alarm. Refer to
Figure 6.38 for the interface. For the rest of the setups, please refer to Chapter 6.3.1 — I: Motion
Detect for more detailed information.




Figure 6.38

This interface allows you to set Smart plan presets for your smart network cameras. The intelligent
rules include human face detection, behavior analytics and people counting. Figure 6.39
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Figure 6.39

The smart plan feature is only for smart network cameras. If you do not set a rule here, you
cannot use the intelligent functions in IVS (Chapter 6.8.3.3), Face detection (Chapter 6.8.3.4) and
People counting (Chapter 6.8.3.5) when you are connecting to a smart network camera.

There are two scenarios to realize intelligent analytics function.

® Smart network camera supports intelligent functions: Some smart camera supports the
intelligent functions. For NVR, it just displays the intelligent alarm information from the smart
network camera and set or playback the record file.

® NVR supports intelligent functions: The connected network camera does not support
intelligent video analytics function. The NVR supports the analytics function.

]I] Note

Some smart cameras do not need to add the preset. Please refer to the actual product for detailed
information. Refer to Chapter 5.10.2 for more information about this feature.

6.11.3.3 IVS

]I] Note

At the moment, the IVS function max supports 10 rules.

When an object violates the user-defined rule(s), the DVR can trigger an alarm and alert you about
the specified alarm mode. See Figure 6.40
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Please follow the steps listed below:

Step 1 Please select a channel from the dropdown list.

Step 2 Click the button then select a rule.

Step 3 Set the rule type and its corresponding parameters.
Step 4 Check the box to enable the rule.

Step 5 Click the OK button to save current setup.

I. IVS-Tripwire

The system generates an alarm once an object crosses the tripwire in the user-defined area. Please
set according to your actual situation.

m Note

® The tripwire function is only applicable if your connected network camera or your DVR supports
this function.

® [f you want to use the IVS function of the network camera, please make sure your connected
network camera supports this function.

Step 1 In the IVS Interface, click the button to add a rule and select the rule type as Tripwire.
Double-click to change the rule name if you want

Step 2 Check the Tripwire box to enable tripwire function. See Figure 6.41
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Step 3 Click the Draw Rule button then use your left click to draw a tripwire. Right click to
complete your setup. See Figure 6.41b

m Note

The tripwire can be a direct line, curve or polygon. Click the Clear button to delete the tripwire.



2016-07-06 09:0556

Name Preset Rule Type

No. 4r
] 1 Rule3 - Tripwire (-]
Config
DIRECTION LToR [~]
[v] Record Channel
Delay 110 sec(10~300)
[T Aiarm Out () (2] ()
= Latch 110 sec(0~300)
TargetFilter © Max Size -
= Draw Target [C] PTZ Activation Setup
© Min Size
[ Tour Setup
[} snapshot Setup
[”] Voice Prompts File Name None E
[C] Show Message [] sendEmail [¥] Alarm Upload Buzzer
[] Message [¥] Log
sae || Reesn || Deraut

Figure 6.41b

Step 4 Set object filter. When an object is smaller than the min size or larger than the max size, the
alarm will not trigger.
1. After drawing the rule, set max size and min size.
2. Click Draw target to draw the rectangle zone.

Q;] Note
®

Each rule can set two sizes (min size/max size). Please make sure the max size is larger than

the min size.
® The default max size is the full screen, you can select the blue line then use your mouse to
adjust.
Step 5 Set parameters.
Parameter Function
Direction Tripwire direction includes: A—B, B—A, A—B.
Set tripwire valid period. The system generates an alarm during the specified
Period period. You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed
information about each option.

Step 6 Click Save to complete the setup.

Il. IVS-Intrusion (Cross warning zone)




This function allows the system to detect any object entering or exiting the user-defined zone.

Please set according to your actual situation.
M Note:
[

function.

The intrusion function is only applicable if your network camera or your DVR supports this

® If you want to use the IVS function of the network camera, please make sure your connected

network camera supports this function.

Step 1 From the IVS Interface, click the button to add a rule. Select the rule type as intrusion.
Double-click to change the Rule’s name if you want.

Step 2 Check the box to enable the Intrusion function. See Figure 6.42
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Step 3 Click the Draw rule button then use your left click to draw an intrusion rule. Right click the
mouse to complete. See Figure 6.42b
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Step 4 Set Object Fliter. If an object is smaller than the min size or larger than the max size, the
alarm will not trigger.
1. After drawing the rule, set max size and min size.
2. Click the Draw target button to draw the rectangle zone.

M Note

® Each rule can set two sizes (min size/max size). Please make sure the max size is larger than
the min size.

® The default max size is the full screen, you can select the blue line then use your mouse to
adjust.

Step 5 Set parameters.

Parameter Function
For setting the intrusion mode:
® Cross: It includes enter the warning zone, leave the warning zone or cross the
Action warning zone.
® Appear: An object falling from nowhere (such as from the sky). It may not fully
enter the warning zone.
Direction When the action mode is cross, there are three options: A->B, B->A, both. The system

can generate an alarm if any object enters/exits (Or both) the zone.




Parameter Function

Sets tripwire valid period. The system generates an alarm during the specified period.
Period You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed information
about each option.

Step 6 Click the Save button to complete setup.

lll. IVS-Abandoned Object Detect

This function allows the system to detect any abandone obejects in the user-specified area and time.

CQ Note:

® The abandoned object detection function is only applicable if your network camera or your DVR

supports this function.
® |f you want to use the IVS function of the network camera, please make sure your connected

network camera supports this function.

Step 1 From the IVS Interface, click the button to add a rule. Select the rule type as
abandoned object detection. Double click to change the rule name if you want to.

Step 2 Check the box to enable the abandoned object detection function. See Figure 6.43
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Step 3 Click Draw rule to draw the rule. See Figure 6.43b. Left click to draw a a rectangle, you

can right click mouse when done.
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Step 4 Set Object Filter. If an object is smaller than the min size or larger than the max size, there

is no alarm.
1. After drawing the rule, set max size and min size.
2. Click Draw target to draw the rectangle zone.

Q;] Note

® Each rule can set two sizes (min size/max size). Please make sure the max size is larger than

the min size.
® The default max size is the full screen, you can select the blue line and then use mouse to

adjust.

Step 5 Set parameters.

Parameter Function

Lasting Period It refers to the time an object is still in the zone.

Sets detect valid period. The system generates an alarm during
the specified period. You can refer to Chapter 6.8.3.1 — |
Motion Detect Detect for detailed information about each
option.

Period

Step 6 Click Save to complete setup.



IV.  IVS-Missing Object Detect

This function allows the system to detect any abandoned objects in the surveillance area during the
specified time.

® System supports customized area shape and amount.
® Supports period setup.
® Supports objects filter function.

m Note:

® The missing object detection function is only applicable if your network camera or your DVR
supports this function.

® If you want to use the IVS function of the network camera, please make sure your connected
network camera supports this function.

Step 1 From the IVS Interface, click the button to add a rule and select the rule type as
missing object detection. You can double-click to change the rule’s name if you want to.

Step 2 Check the missing object detection to enable missing object detection function. See Figure
6.44
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Step 3 Click the Draw rule button and then left click mouse to draw a zone. Right click to
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complete. See Figure 6.44b
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Step 4 Set Object Filter. If an object is smaller than the min size or larger than the max size, there
is no alarm.
1. After drawing the rule, set max size and min size.
2. Click the Draw target button to draw the rectangular zone.

M Note

® Each rule can set two sizes (min size/max size). Please make sure the max size is larger than
the min size.

® The default max size is the full screen, you can select the blue line and then use mouse to
adjust.

Step 5 Set parameters.

Function
Parameter

Lasting Period It refers to the time an object is still in the zone.

Sets tripwire valid period. The system generates an alarm during the
specified period. You can refer to Chapter 6.8.3.1 — | Motion Detect Detect
for detailed information about each option.

Period




Step 6 Click Save to complete setup.

6.11.3.4 Face Detection

]——ﬂ Note

The face detection function is optional. The intelligence function and the human face detection can
not be valid at the same time.

When the camera detects a human face, the system can draw a rectangle around the human face
and generate an alarm. See Figure 6.45

® Enable Face ROI: Check the box to allow the system to enhance the human face display pane.
® Sensitivity: System supports 6 levels. The sixth level has the highest sensitivity.

You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed information about each
option.
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Figure 6.45

6.11.3.5 People Counting

This interface allows you to enable People Counting on the selected camera(s) which calculates the
number of people in a specified entry/exit zone. The system will generate an alarm upon reaching
the set threshold. See Figure 6.46
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® Enable: Checking the box on the specified channel will enable the People Counting function.
® Draw Rule: Clicking the button will allow you to setup people counting zones, names, and

directions (entry/exit).

® OSD overlay: Checking the box will allow you to view the people counter on the surveillance

video.

® Entry No: For setting the people entry threshold. The system can generate an alarm once the

counter has exceeded the threshold.

® Exit No: For setting the people exit threshold. The system can generate an alarm once the

amount has exceeded the threshold.

® Stranded No: For setting the max number of people allowed to stay in the specified zone. The
system can generate an alarm once the amount has exceeded the threshold.

You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed information about each

option.

6.11.3.6 Heat Map

This interface allows you to enable Heat Map for the selected channel which will detect an active

objects state in the specified region. See Figure 6.47
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You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed information about each
option.

6.11.3.7 Audio Detect

The system can generate an alarm when it detects any abnormal audio input or volume changes.
See Figure 6.48
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® Input abnormal: Checking the box will allow the system to generate an alarm when there is an

abnormal audio input.
® Intensity change: Checking the box will allow the system to generate an alarm once the audio

volume becomes too strong.
® Sensitivity: It refers to the audio recognition sensitivity. The higher the value is, the higher the

sensitivity will be.
® Threshold: For setting the intensity change threshold. The smaller the value is, the higher the

sensitivity will be.
® Log: Checking the box will allow the system to store audio alarm logs.

You can refer to Chapter 6.8.3.1 — | Motion Detect Detect for detailed information about each
option.

6.11.3.8 Alarm

This interface allows you to enable and configure the alarm settings for selected channels.

There are two channel alarm types. See figures 6.49 and 6.49b

» IPC external alarm: The on-off alarm signal from the front-end device and can activate the
local HNVR.

> IPC offline alarm: Once you select this item, system can generate an alarm when the front-end
IPC disconnects with the local HNVR. The alarm can activate record, PTZ, snap and etc. The
alarm can last until the IPC and the HNVR connection resumes.
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A Important

® |[fitis your first time to boot up the device, the disconnection status of the front-end
network camera will not be regarded as offline. After one successfull connection, all the
disconnection events will be regarded as IPC offline event.

® When IPC offline alarm occurs, the record and snapshot function of digital channel is
null.

® Enable: Check this box to enable the motion detect function for the selected channel.
® Channel: Select a channel from the dropdown list to set the motion detect function.

® Period: Click the Setup button to enter the period interface as seen in fig 6.35b. You can set the
motion detect period here. The system will only enable motion detection in the specified periods.
The system can support up to 6 periods a day.
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Figure 6.35b

> Drag on the appropriate grid to manually paint or erase the tiles according to your preferred
recording schedule.

> Alternatively you can click the Set button at the end of each day to select a specified
period(s) from a list instead. Under the Copy option, you could select the days you want to
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apply the same period(s) to. Click OK to exit.

Anti-dither: Configure anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to how long the system will wait for the next alarm signal before it triggers again. This
will keep the system from triggering constantly within a short amount of time. During the
alarm process, the alarm signal can begin an anti-dither time (waiting time) to check if
system detects the same local alarm again. If the next alarm falls under the anti-dither time,
the screen prompts, alarm uploads, emails, etc. will not be activated. It will only activate
again if the anti-dither value had expired. The value here does not include the latch time.

Example:

You’ve set the anti-dither time to 10 seconds.

The alarm got triggered and will remain triggered for the next 10 seconds.

During this process, if the system detects another local alarm signal within those 10
seconds, the buzzer, tour, PTZ activation, snapshot, record channel will refresh and trigger
for another 10 seconds.

However, the screen prompts, alarm upload, or emails however will not be activated again.
Only after the 10-second anti-dither time had expired without any more alarm signals will the
system reset and trigger for the next events.

Record channel: Select the recording channel(s) for specified camera. Please make sure
you have set MD record in Schedule interface (Main Menu->Setting->Storage) and schedule
record in manual record interface (Main Menu->Setting->Storage->Record)

Post Record: The system will keep recording according to your setting here after a detected
motion had passed. The value ranges from 10s to 300s.

PTZ activation: Click Setup button to enter the ptz activation interface as seen in fig 6.35d.

PTZ Activation X
Channel 1 v
Channel 2 v
Channel 3 1
Channel 4 v
Channel 5 v
Channel 6 mﬁ 1
Channel 7 v
Channel 8 v
| oK | [ cace |

Figure 6.35d



Enabling PTZ activation will allow the system to activate PTZ cameras when motion had been
detected. Select the presets for the selected PTZ camera(s) to control how they are going to move
during the motion trigger. Click OK to exit.

® Tour: Enabling tour will allow the system to go on tour according to the channels you have
selected whenever a motion event occurs. Figure 6.35e

Tour

Al |

OK Cancel

Figure 6.35e

® Snapshot: Enabling snapshot will allow the system to take pictures from the channels you
have selected whenever a motion event occurs. Figure 6.35f

Snapshot

Al |

3 | sl

OK Cancel

Figure 6.35f

® Voice Prompts: Enabling voice prompts will allow you to select a voice/audio alert to trigger
when a motion event occurs.

® Show message: The system can bring up a pop up message to alarm you of an event if you
enabled this function.

® Alarm upload: The system can upload the alarm signal to the network (including alarm
center) if you enabled current function.

® Send email: The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 6.8.2.6 for this to work.

® Buzzer: Enabling buzzer will allow the system to trigger beeps when motion occurs.

® Log: Enabling log will allow the system to save the motion events in the system logs.

Click the OK button to save the changes after your configuration.
6.11.3.9 Abnormality



This interface allows you to enable and configure local hardrive, network and user access
abnormality detection features. See Figures 6.36 to 6.36¢

w0 | wewer | usernene
Event Type {No HDD v|
Enable
(] Voice Prompts File Name  |None v|
[] Show Message [] Send Email [_| Alarm Upload [ | Buzzer Log
OK Reifresh
Figure 6.36
HDD I Network I User Name - HDD I Network l User Name -
Event T lllegal L %
Event Type 1Disconnect V[ e I €88 ogin I
= Enable
ERELE Attempt(s) 5 Times (1~10)
[] Voice Prompts File Name [None Vl Lock Time 5 Min. (1~30)
[[] Show Message [] send Email [ | Buzzer Log [] Voice Prompts File Name  [None v
[[] Send Email [ ] Buzzer Log
| oK || Retesn |
l OK I | Refresh |
Figure 6.36b Figure 6.36¢

Please refer to the following sheet for detailed information about each option:

Common Function
Parameters
Event Type Select the type of abnormality to enable and configure.
Enable Toggles the event type ON/OFF.

Enabling voice prompts will allow you to select a voice/audio alert to trigger when

Voice Prompts .
a motion event occurs.

Send Email The system can send out email alerts when an alarm occurs. You will need to
configure your EMAIL settings in Chapter 5.8.2.6 for this to work.




Common

Parameters LR
Buzzer Enabling buzzer will allow the system to trigger beeps when motion occurs.
Log Enabling log will allow the system to save the abnormality events in the

system logs.

Show Message

The system can bring up a pop up message to alarm you of an event if you
enabled this function.

HDD Parameters

The system can upload the alarm signal to the network (including alarm

Alarm upload center) if you enabled current function.
Less Than Only available under No Space type. Set the trigger HDD space percentage.
Username

Parameters

Attempt(s) Set the duration of the account lock status.

Lock Time Set the number of login attempts before an account gets locked out

6.11.4 Storage

This menu contains all the management and configuration settings interfaces for your system’s

Storage.

6.11.4.1 Basic

This interface allows you to configure basic Storage options. Figure 6.37




HDD Full | Overwrite v|
Pack Duration 60 Min.
Auto Delete Old Files [Customized V] 1 Days Ago
OK Refresh Default
Figure 6.37

Parameters and Settings:

® HDD Full: Selects what your onboard storage would do when it gets full. You can choose
between Overwrite or Stop Record.

® Pack Duration: Ranges from 1 to 120 Min.

® Auto-Delete Old Files: Auto-deletes old files that the user had defined. It is set to Never by
default. Select Customized to enter the age of the files to be discarded. The range is from 1 to
255 days ago.

® Click the OK button to finish setup.

6.11.4.2 Schedule

This interface allows you to configure the recording schedule and method for your system. You can
choose between regular continuous, motion detect, alarm, IVS, or a mixture of types according to
your preference. You could set the video and image recording schedule of your system.

There are five record modes: general (auto), motion detect, alarm, MD&alarm and IVS. There are six
periods in one day. Each record mode are color-coded. See figure 6.38 and figure 6.38b
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Figure 6.38b

Setting up the Recording Schedule Figure 6.38

® Select the Channel you wish to configure.

® Set up pre-record value. Ranges from 1 to 30 seconds depending on the bit stream.

® Check the appropriate Capture type.

® Drag on the appropriate grid to manually paint or erase the tiles according to your preferred
recording schedule and capture type. Alternatively, you can click on appropriate channel SETUP
button to open the periods setup menu instead. Figure 6.38c

Setup
F'eriu-d1| 00 - 00 |—| 24 - 00 | Confinuous MD [] Alarm [ ] MD&Alarm [ ] IVS
F'eriu-d2| 00 - 00 |—| 24 - 00 | [] Continuous [ | MD [] Alarm [ ] MD&Alarm [ ] IVS
F'eriod3| 00 - 00 |—| 24 - 00 | [] Continuous [ ] MD [] Alarm [ ] MD&Alarm [ ] IVS
Periog4| 00 : 00 || 24 : 00 | ] Continuous [J MD (] Alarm ] MD&Alarm [ Vs
Periods| 00 : 00 |—| 24 : 00 | [J continuous [J MD (] Alarm ] MD&Alarm [ Vs
Periods| 00 : 00 |—| 24 : 00 | ] continuous [J MD (] Alarm ] MD&Alarm [ Vs
] Al | Sun [J Maon ] Tue [Jwed [ Thu [ Fri [ sat
| oK H Cancel

Figure 6.38c




® Set the different periods of the day. The periods need to be set up incrementally starting from the
top.

® Check the day(s) you want to set this up to. Checking the All box will select all the days. Click the
OK button when done.

® Back in the main Schedule menu (Fig 4.17), click the Copy button to select channels that will
have the same schedule as the current channel that you are editing. (Fig 4.23)

Ead
[ Al

[] channel 1 [ ] Channel 2

[] channel 3 [ ] Channel 4

[] Channel 5 [] Channel &

+| Channel 7 [] Channel &

(0] 4 Cancel
Figure 6.38d

® Hit OK to save the changes and follow the same steps to configure snapshot schedule.

6.11.4.3 HDD Manage

This interface allows you to manage your onboard HDDs. You will be able to change the HDD type
and group in this menu. You can also find the Format option here if you should require doing so on
one of your onboard storage devices. Aside from the general health and accumulated/remaining
space on your HDDs, you can also set the HDD Group and type for the specified HDD. Figure 6.39

Click OK to save your changes.
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Figure 6.39
6.11.44 FTP

This interface allows you to enable and configure FTP for your NVR to backup your videos and
images over the network. Figure 6.40

= [
[] Enable
Type [Video v
Host IP o .0 .0 0 |=
Port 21 *(1~65535)
User Name
Password ] Anonymous
Remote Directory
File Length 0 M
Image Upload Interval | 2 s
Channel 1 -
Weekday [ Thursday v
Period1 0o - 00 |- 24 : 00 [] ALARMEIVS [ MD [] continuous
Period2 o0 : 00 |- 24 : 00 ] ALARM&IVS [ | MD ] Continuous
FTF Test
| oK H Refresh || Default

Figure 6.40



Note

For the FTP user, make sure the destination FTP Folder has the proper rights to allow writing.
Otherwise system would not be able to access the folder. Before the operation, please download or
purchase an FTP service tool and install on the PC.

Step1 Set parameters.

Type: Choose which files to upload. (Videos, Snapshots or Both)

Host IP: Enter the host IP of the FTP Server you have installed.

Port: Enter the communication port as per your settings. The default setup is 21.

User name/Password: Enter a valid FTP Server avvount and password.

Anonymous: Enable if you want to use an anonymous connection if your server permits it.

® Remote directory: Enter the network folder path you created under the root path of the FTP
Server according to the corresponding rules.

< If there is no remote directory, system will auto create different directories according to the
IP, time and channel of the files.

< If there is a remote directory, the system can create corresponding folders under the FTP
root path and then create different folders according to the IP address, time and channel of
the files.

® File length: Enter the max file size/length to limit how big the files to be uploaded will be. If the
value here is larger than the actual file, the system will upload the entire file. If the setup value
here is smaller than the actual file, the system will only upload the set value size and will ignore
the rest of the file. If the value is set to 0, all files will be transferred regardless of size.
® Image upload interval: Set the interval inbetween image uploads.
< If the image interval is 5 seconds and the snapshot frequency is 2 seconds, the system will
send out the latest image with a 5 second buffer.
< If the image upload interval is smaller than the snapshot frequency, system will upload at
the snapshot frequency. For example, if the image interval is 5 seconds and the snapshot
frequency is 10 seconds, system will send out the image at 10 seconds. You can set the

Snapshot frequesncy from Main Menu->Setting->Camera->Encode->Snapshot

® Channel: Select the channel you would like to configure FTP on. Each channel needs to be

configured manually. Otherwise, select the all option to apply settings to every channel.
® Week day/Period: Select the day(s) and time period(s) for the transfers.
® Record Type: Select record types that you would like to upload (Alarm/intelligent/motion
detect/regular).

Step 2 Click the FTP Test button. A dialogue box will come up to confirm a successful FTP
connection.
Step 3 Click Apply to complete the setup.



6.11.4.5 Record Control

This interface allows you to set recording channels to auto, manual or off. See Figure 6.41

® Set all applicable channels and channel types to Auto to record videos and images

automatically.

@ Set all applicable channels and channel types to Manual to record videos and images manually

via an auxillary device.

® Set all applicable channels and channel types to OFF to stop all recordings from the specified

channels.

® Click OK to save your configuration.

Main Stream A1 2 4 5 6 7 9 10 11 12 13 14 15 16
Auto @ @ @ @ @ @ @ @ @ @ @ @ @ @ @
Manual

Stop

Sub Stream

Auto

Manual

Stop @ @ @ @ @ @ (@ @ @ @ @ @ @ @ @
Snapshot

Open

Stop @ @ o @ @ @ @ @ @ @ @ @ @ @ @

OK Refresh
Figure 6.41

6.11.4.6 Advanced

HDD

This interface allows you to further configure advanced recording options for your onboard HDDs. It
is for setting HDD group, and the HDD group setup for main stream, sub stream and snapshot

operations. See figure
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Figure 6.42

Step 1 Set a HDD group for current HDD.
Click OK. The Device begins to reboot.

Step 2 After setting the HDD group, click main stream/sub stream/snapshot tab to allocate each
channels’s main stream, sub stream, snapshot image to different HDD groups. See figures
6.42b, 6.42¢c and 6.42d for each interaface.

Channel HDD Group Channel HDD Group Channel HDD Group Channel HDD Group
Channel 1 ' Channel 2 ' Channel 3 ' Channel 4 ' ~
Channel 5 Channel & Channel 7 Channel 8 =
Channel 9 1 v Channel 10 I Channel 11 1 v Channel 12 I
Channel 13 1 ] Channel 14 1« Channel 15 1 ] Channel 16 1«
Channel 17 1 v Channel 18 I Channel 19 1 v Channel 20 I
Channel 21 1 ] Channel 22 1« Channel 23 1 ] Channel 24 1«
Channel 25 1 v Channel 25 I Channel 27 1 v Channel 28 I
Channel 29 1 ] Channel 30 1« Channel 31 1 ] Channel 32 1« ]
QK | | Refresh | | Copy |
Figure 6.42b
o T e | swwen | e
Channel HDD Group Channel HDD Group Channel HDD Group Channel HDD Group
Channel 1 Channel 2 Channel 3 Channel 4 i
Channel 5 Channel & Channel 7 Channel 8 =
Channel 9 1 v Channel 10 1 v Channel 11 1 v Channel 12 1 v
Channel 13 1 ] Channel 14 1 ] Channel 15 1 ] Channel 15 1 ]
Channel 17 1 v Channel 18 1 v Channel 19 1 v Channel 20 1 v
Channel 21 1 ] Channel 22 1 ] Channel 23 1 ] Channel 24 1 ]
Channel 25 1 v Channel 25 1 v Channel 27 1 v Channel 28 1 v
Channel 29 1 ] Channel 30 1 ] Channel 31 1 ] Channel 32 1 ] ]
QK | | Refresh | | Copy |

Figre 6.42c
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Channel HDD Group Channel HDD Group Channel HDD Group Channel HDD Group
Channel 1 Channel 2 Channel 3 Channel 4
Channel 5 Channel & Channel 7 Channel 8
Channel 9 1 v Channel 10 1 v Channel 11 1 v Channel 12 1 v
Channel 13 1 ] Channel 14 1 ] Channel 15 1 ] Channel 15 1 ]
Channel 17 1 v Channel 18 1 v Channel 19 1 v Channel 20 1 v
Channel 21 1 ] Channel 22 1 ] Channel 23 1 ] Channel 24 1 ]
Channel 25 1 v Channel 25 1 v Channel 27 1 v Channel 28 1 v
Channel 29 1 ] Channel 30 1 ] Channel 31 1 ] Channel 32 1 ] ]
OK | | Refresh | | Copy |

Figure 6.42d

Stei 3 Click OK to complete the setup.

6.11.5.1 General

The general interface includes general, date/time and holiday setup.

l. General

In this interface, you will be able to the basic information and settings for your system. Figure 6.43

General | Date&Time | Holiday _

Device Name | MNYR |
Device No. | 1 |
Language |ENGLISH v|
Auto Logout 10 | Min. (0-60)
IPC Time Sync | 24 | Hour
(8] Fefresh Default
Figure 6.43

Please refer to the following sheet for detailed information about each option:



Parameter

Function

Device ID Set up the NVR’s name

Device No. Set up the NVR’s device ID.
Change the system’s language.

Language

Please note the device needs to reboot to get this modification activated.

Auto Logout

Set a timer for automatic logout in between idle times. Value ranges from 0 to 60
minutes.

IPC Time Sync

Set up the refresh interval value to sync the NVR with the IPCs.

Default

Restore the settings to factory. This option will only apply to general settings.

Il. Date and time

In this interface, you will be able to set the date and time settings for your system. See figure 6.44.




General Date&Time Holiday

Date Format [YYYY MM DD v

Time Format |24-HOUR V|

Date Separator | - V|

Time Zone | GMT-04:00 V|

System Time 2018 - 08 - 02 10 - 47 - 22 Sync PC
] DsT

DST Type ® Date ) Week

Begin Time 2000 - 01 - 01 00 - 00

End Time 2000 - 01 - O 00 :
[] NTP

Server time windows.com Manual Update

Port 123 (1~65535)

Interval G0 Min. {1~65535)

9], Refresh Default
Figure 6.44

Please refer to the following sheet for detailed information:

Parameter

Function

Date format

Select the date display format from the dropdown list.

Time Format

Select the time display format from the dropdown list.

Date Seprator

Select the date display separator symbol from the dropdown list.

Time zone Select the system time zone.
System time Enter the system’s time manually.
Sync PC Automatically sync your system’s time with your PC.
DST Set the Daylight Savings start and end times if applicable.




NTP Enable the NTP function

NTP server Set the NTP server address if the NTP option is enabled.

Manual Update | Click to sync the DVR time with the NTP server manually.

Port Set time server pot.

Set the sync time refresh interval between the DVR and the NTP server. The

Interval value ranges from 0 to 65535 minutes.

Default Restore settings to factory. This option only applies to date and time settings.

lll. Holiday Setup

In this interface, you will be able to the holiday settings for your system. See figure 6.45

No. Status Holiday Name Date Duration Repeat Mode Edit Delete
1 Test Holiday 82 1 day Always i ]

Add Holidays

Lo || mesn || o

Figure 6.45

® Click the Add Holidays button to enter the new holiday interface setup. (Figure 6.45b)




Add Holidays

Holiday Name
Holiday Status
Repeat Mode
Holiday Range
Begin Time

End Time

[Open v

() Once (@ Always

@ Date () Week
- 08 - 02
- 08 .02

| OK | | Cancel |

Figure 6.45b

® Input the holiday(s) name, repeat mode and holiday range (Can be set to a specific date or a

whole week.)

® Click the OK button to put you back to the main Holiday interface.
® Click Default to restore to factory settings or OK to save your configuration.

6.11.5.2 Display

This interface contains all your system’s display options and configuration interfaces. Please note
that the configurations here only apply to the main system interface and will not affect individual

You can change your monitor display and main screen display settings in this section. See figure

channels.
I. Display
6.46
Display
Resolution
Transparency
Time Display

Channel Display
Image Enhance
VS Rule

Original Scale

(128071024 V|
=0 0
]

]
]
]

Setup

(8] Refrash Default




Figure 6.46

Please refer to the following sheet for detailed information about each option:

Parameter Function

Changes the display resolution on your monitor. There are five options:
1280x1024 (Default), 1280x720, 1920%1080, 1024x768 and 3840x2160.
Resolution Please note the system needs to reboot to activate current setup.

Please note 3840%2160 is for some series only.

Adjusts the transparency of the display items like time and channel. The value

Transparency ranges from 128 to 255.

Time Display

) Toggles the time and channel displays on the main screen ON or OFF
Channel Display

Image enhance Optimizes the margin of the preview video
IVS Rule Follows the display settings from your IVS rules.
Original Scale Restores the display to orginal settings.

® Click the OK button to save your changes or click the Default button to restore to factory
settings.
Il. Tour

You can enable and configure your tour settings in this menu. When set, you will be able to run the
tour function to automatically browse through all your cameras. See figure 6.47
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Figure 6.47

Please refer to the following sheet for detailed information about each option:

Parameter Function
Toggles the general tour function ON/OFF. The general tour supports all types of
Enable tour : .
window split mode.
Sets the interval time when switching to the next view during tour mode. The value
Interval
ranges from 1-120 seconds.
Window Split Allows you to select which cameras or group of cameras will show in each View split

during Tour mode.

Video Detect

Sets the view type for motion detect tours. The system supports 1/8-window tour.
Please note that you will need to enable this function manually in the Motion Detect

Tour interface. Refer to Chapter 6.8.3 for more information.
Sets the view type for alarm triggered tours. The system supports 1/8-window tour.
Alarm Tour Please note that you will need to enable this function manually in the Alarm

interface. Refer to Chapter 6.8.3 for more information.

® Click OK to save your changes or Default to restore to factory settings.




6.11.5.3 Voice Prompt (Optional)

This interface contains options and settings for managing adding audio files for voice prompt.

l. File List

This interface allows you to add and manage your audio files for voice prompt. See figure 6.48

File List

Mo. File Name Size Delete

File size: 2K-10MB. Max file amount:255.

‘SelectaudioH oK H Refresh ‘

Figure 6.48

Click on the Select Audio button to import files from your Local Computer and click Delete to
remove an audio file from the list.

Il. Schedule

This interface allows you to add and modify the time periods when voice prompt is active. See figure

6.49
Period File Name interval Repeat Qutput
[]Enable | 00 - 00 |—| 24 - 0D |[None v| 80 Min. 0
[]Enable | 00 : 00 |—| 24 : 00 |[None v| 60 Min. 0
[]Enable | 00 : 00 |—| 24 : 00 |[None v| |60 Min. 0 Mic W
(] Enable | 00 : 00 |—| 24 : 00 |[None v| |60 Min. 0 Mic v
(] Enable | 00 : 00 |—| 24 : 00 |[None v| 60 Min. 0
(] Enable | 00 : 00 |—| 24 : 00 |[None v| 60 Min. 0 Mic hd
ok || Refresn ]

Figure 6.49



Set the period times where the voice prompts will be active.
Select the audio files from your file list.

Set the interval in between prompts and repetition.

Select the output device.

Click OK when done.

6.11.5.4 Account

This interface contains all the options and configuration settings for managing all the user accounts
and groups in your system. See figure 6.50

Please read the following guidelines before setting up or configuring accounts.

A Important:

® The max characters that the system allows in a username or group is six (6). There can be no
spaces in the front or at the end of the string. Only letters, numbers, underscore, minus and dot
can be used in the name.

A name can only be used once.

The user amount default setup is 64 and the group amount default setup is 20.

The factory default setup includes two levels: user and admin. You can set the group accounts
then set the rights for each respective user in the corresponding groups.

User management adopts group/user modes.

The user name and the group name have to be unique.

Each user needs to be in a group and can only belong to one group.

The hidden user “default” is for system use only and can not be logged in to or deleted. When
there are no login users, the hidden user “default” automatically logs in. You can manage the
available channels that are on display when no account is logged in to the system by modifying
its monitor rights. (Only applicable on some models)

. User name

In this interface, you will be able to create and modify User Accounts for your system. See figure
6.50

ACCOUNT ONVIF User

User Name Group
SN User Group Name Memo Modify Delete
1 admin admin admin 's account 4




Figure 6.50

® Click the Add User button to enter the add user interface. Please create the user following the
guidelines that have been highlighted in the beginning of this chapter. See figure 6.50b

Add User | X |
User
Password
I  viddle High

Confirm Password

Group |admin W

Memo

Authority
m Playback MMonitor
[lan
[VIACCOUNT [FIsYSTEM [VISYSTEM INFO [VIMANUAL
[IFile Backup [FISTORAGE VEVENT VINETWORK
[ICAMERA [¥ISECURITY [«|Device Maintenance

oK || cancel

Figure 6.50b

® Click the - button to modify a user account. Please modify the account following the guidelines
that have been highlighted at the beginning of this chapter. See figure 6.50c



User X |

User |admin b
Group W
Memo

[ Modify Password

Email Address

Authority
m Playback Maonitor
< All
+ACCOUNT + SYSTEM + SYSTEM INFO ~ WMANUAL
+ File Backup + STORAGE ~ EVENT ~ NETWORK
+ CAMERA + SECURITY ' Device Maintenance

oK | | Cancel

Figure 6.50c
® Click the = button to delete an account
Il. Group
In this interface you will be able to create and modify new group memberships for your system. See

figure 6.51.

® Click the Add Group button to enter the add group interface. Please create the group following
the guidelines that have been highlighted in the beginning of this chapter. See figure 6.51b



ACCOUNT ONVIF User

\User Name Group
SN Group Name: Memo Modify Delete
1 admin administrator group £ (-]

2 user User group 4 =)

Figure 6.51

® Click the - button to modify a group account. Please modify the account following the
guidelines that have been highlighted at the beginning of this chapter. See figure 6.50c

Add Group | X

Group Mame

Memo

Authority

Playback Maonitor
]
Device Maintenance [ JFile Backup [ JSECURITY [ JcAMERA
METWORK [ [EVENT [ |STORAGE [ IMANUAL
SYSTEM INFO [ISYSTEM [ JACCOUNT
OK Cancel

Figure 6.51b

® Click the - button to modify a group account. Please modify the account following the
guidelines that have been highlighted at the beginning of this chapter. See figure 6.51¢c
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Figure 6.51c

® Click the = button to delete an account

lIl. Onvif User

In this interface, you will be able to set up and modify ONVIF User accounts from your system. See
figure 6.52

ACCOUNT ONVIF User

No. User Group Name Modiy Delete
1 admin admin v (-]
Figure 6.52

® Click the Add User button to enter the add user interface. Please create the user following the
guidelines that have been highlighted in the beginning of this chapter. See figure 6.52b



Add User

User

Password

B Viddle  High

Confirm Password

Group |adr'r1in W

], Cancel

Figure 6.52b

® Click the - button to modify a group account. Please modify the account following the
guidelines that have been highlighted at the beginning of this chapter. See figure 6.52¢

User X
User |adr'r1in V|
Group |admin V|

[ ] Modify Password

(8].4 Cancel

Figure 6.52¢

® Click the = button to delete an account

6.11.5.5 Security

This interface allows you to enhance your device’s network security by providing an IP Filter to either
block or allow connections from user-defined sources.

IP Filter

Check the Enable box on the function(s) you wish to implement. See Figure 6.53 and 6.53b
® Enable trusted site function to add sources to the whitelist.
® Enable blocked site function to add sources to the blacklist.
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Figure 6.53

IP FILTER

[] Enable
Trusted Sites Blocked Sites

I oK JlL Reesn ][ petaut

Figure 6.53b

® Click the ADD button to bring up the add interface. See figure 6.53c

Add X |

|IP Address | [IPv4 v | 1 . 0 . 0 . 1

Ok Cancel

Figure 6.53c

® Enter the IP addres you wish to add to either lists and click OK.

6.11.5.6 Auto maintainenance

In this interface, you will be able to set a power-cycle schedule for your device. Auto Reboot is set to
Never by default. You can set it to auto-reboot on any day of the week according to the time you are
going to set. Click OK to save your settings. You can also click Manual Reboot to remotely restart
your NVR. See figure 6.54



Auto Reboot | Never V| W
Reboot
(8] Refrash
Figure 6.54

6.11.5.7 Import/Export

This function allows you to import/export your current current system configuration to a storage
device. See figure 6.55

Import Config File | Browse | | Config Import |

Config Export

Figure 6.55

Please refer to the following sheet for detailed information:

Parameter Function
Browse Click to select import file.
Config Import Import your local configuration files from specified location.
Config Export Export your local configuration files to specified location.

6.11.5.8 Default

You can restore the specified settings or your entire system to its factory settings through this
interface. See figure 6.56




] Al
[ ] CAMERA [ ] NETWORK [] EVENT
[ | STORAGE [ ] SYSTEM

Default Factory Reset

Figure 6.56

Check all the boxes of the settings you want to modify and click the Default button to restore them to
their original set up. Click Factory Reset to restore your entire system to its factory settings.

A Warning!

After you use the default function some, if not all of your customized setup may be lost forever.
Please choose carefully.

6.11.5.9 Upgrade

In this interface you will be able to upgrade your system Bios. See figure 6.57

Select Firmware File Browse Upgrade

Figure 6.57

® Click the Browse button to locate the folder where the bios BIN file is.

® Click the Start button after locating and selecting the .bin file.

® A process bar will appear in the screen to show the progress of the ugrade. A message at the
end will confirm if the process had been successful.

6.12 Info



This menu contains all your system logs and information.

6.12.1 Version

You can find information about your system in this interface. See fig 6.58

Device Type: MYR

Record Channel: 8

SN: 14ENMR208POE2T 180402141020
Web Version: 3.2.3.05282

Cnvif Client Version: 2.4.1

System Version: 5.60pt, Build Date: 2018-04-12

Figure 6.58

6.12.2 Log

This interface allows you to viewor back up all types of logs that are stored within the system. See
figure 6.59

Log
Start Time | 2013 - 11 - 10 || 00 : 00 : 00 End Time | 2013 - 11 - 13 || 00 : 00 : 00

Types |All [v] Matched 1024 logs Record Time 2013-11-12 11:26:23 — 2013-11-12 11:48:43
1 2013-11-12 11:26:23 Userlogged in B
2 2013-11-12 112623 Userlagged out 3
3 2013-11-1211:26:23 Userlogged in
4 2013-11-12 11:26:23 Userlogged out

2013-11-12 11:26:23 Userlogged in

5 2013-11-12 112623 Userlagged out
7 2013-11-12 112623 Userlagged in
8 2013-11-12 11:26:23 Userlogged out
9 2013-11-12 11:26:23 Userlogged in
10 2013-11-12 112623 Userlagged out e

System Log Info

4111 pGoTal 1

Figure 6.59
Please refer to the following sheet for detailed information about each option:



Parameter Function

Log types include: system operation, configuration operation, storage, alarm,
Type record operation, account, playback and connection logs.
You can select Clear Log to clear your system of log files.

Start time Set the start time of the requested log.
End time Set the end time of the requested log.
Search Searches for logs according to user-defined filters.
in?oertrﬁg?i?)n You can select one item to view the detailed information.
Clear Deletes all displayed log files.
Backup Starts the backup process for your system log files to specified location.

6.12.3 Online User

This interface allows you to manage online users connected to your NVR. See figure 6.60

Mo, User Name Group Name IP Address User Login Time
1 admin admin 10.15.9.152 2013-10-24 04:31:33 PM
2 admin admin 10.15.9.152 2013-10-24 04:21:12 PM
3 admin admin 10.15.6.145 2013-10-24 04:50:01 PM

Figure 6.61

6.12.4 People Counting

This interface shows you information about the people counting feature which is only applicable to
some camera models. See figure 6.62




PEOPLE COUNTIN
Report Type | Daily Report “| *Daily report max has 24 hours. (®) Histogram Graph _) Polygon Graph
Start Time 2018-08-02 i End Time 2018-08-02 B
People Counting MEnters WExits Display No.
Direction
Figure 6.62

6.12.5 Heat Map

This interface shows you information about the Heat Map feature which is only applicable to some
camera models. See figure 6.63

Start Time 2018-08-01 | 00 : End Time 2018-08-02 | 15 *The report search period shall be within one month.

Figure 6.63

6.12.6 HDD

This interface shows you information about your onboard HDD’s. This includes the name, physical
position, type, space, health, status and SMART info of the hardrive. See figure 6.64



HOD

No. Device Name Physical Position Stalus Fres Space/Total Space SMART Path
I 52 main board_{ Nomal 0GB/931.476B

HOD Time Refresh

Figure 6.64

Click the HDD Time button to enter the HDD Time Interface which shows you all the times when
hardrive was recording something.

HDD Time X
Device Name Start Time End Time
sda 2018-07-29 14:19:18 2018-08-02 10:54:36
2018-07-25 20:07:24 2018-07-29 14:19:13
2018-07-22 01:55: 1 2018-07-25 20:.07:24
2018-08-02 10:54:36 2018-08-02 15:07:28
2018-07-18 13:29:29 2018-07-22 01:55:31

Figure 6.64b

6.13 Log out

Clicking the LOG OUT button will log you out of the web interface and back to the main log in
screen.

User Name:

O AN @ WAN Digital Remote Monitoring

Figure 6.65



Glossary

DHCP: DHCP (Dynamic Host Configuration Protocol) is a network protocol. It is one of the
TCP/IP protocol cluster. It is principally used to assign temporary IP addresses to computers on
a network.

DDNS: DDNS (Dynamic Domain Name Server) is a service that maps Internet domain names to
IP addresses. This service is useful to anyone who wants to operate a server (web server, mail
server, ftp server and etc) connected to the internet with a dynamic IP or to someone who wants
to connect to an office computer or server from a remote location with software.

eSATA: eSATA(External Serial AT) is an interface that provides fast data transfer for external
storage devices. It is the extension specifications of a SATA interface.

GPS: GPS (Global Positioning System) is a satellite system, protected by the US military, safely
orbiting thousands of kilometers above the earth.

prPoE: PPPOE (Point to Point Protocol over Ethernet) is a specification for connecting
multiple computer users on an Ethernet local area network to a remote site. Now the popular
mode is ADSL and it adopts PPPoE protocol.

WIFI: Wi-Fi is the name of a popular wireless networking technology that uses radio waves to
provide wireless high-speed Internet and network connections. The standard is for wireless local
area networks (WLANS). It is like a common language that all the devices use to communicate
to each other. It is actually IEEE802.11, a family of standard The IEEE (Institute of Electrical and
Electronics Engineers Inc.)

3G: 3G is the wireless network standard. It is called 3G because it is the third generation of
cellular telecom standards. 3G is a faster network for phone and data transmission and speed Is
over several hundreds kbps. Now there are four standards: CDMA2000, WCDMA, TD-SCDMA
and WiMAX.

Dual-stream: The dual-stream technology adopts high-rate bit stream for local HD storage such
as QCIF/CIF/2CIF/DCIF/4ACIF encode and one low-rate bit stream for network transmission such
as QCIF/CIF encode. It can balance the local storage and remote network transmission. The
dual-stream can meet the difference band width requirements of the local transmission and the
remote transmission. In this way, the local transmission using high-bit stream can achieve HD
storage and the network transmission adopting low bit stream suitable for the fluency
requirements of the 3G network such as WCDMA, EVDO, TD-SCDMA..

On-off value: It is the non-consecutive signal sampling and output. It includes remote sampling
and remote output. It has two statuses: 1/0.


http://support.easydns.com/tutorials/DynamicDNS/glossary.php#dynamicip

